S2liton

NetAttest EPS

ORI S TE

[iE##23] Juniper NetWorks MAG 2600
[Case] Junos pluse ZFIFA U1z, sEBAZE & ID &Password (CKRB/\1 T U w REB3
Rev1.0

K=tV b2 XFAX

-1- 2013/03/01



Saliton

(FU&IC

ARZE(CDULT

AZEZ (L. NetAttest EPS & Juniper Networks & VPN &'— O 1 MAG 2600 &D:E
BAEZ+1ID & Password s EE#EIC DV TCEEE L ITEREM T,

BHERDOBIR IP 7 RLARTEIRE, BAREREICTETLTVWDEDELEFET, REFE
BE7ZHDT> hTOTA> U, SREABEPRECR O TS L ZFR(CRRUE T,

FLHE
x5 25988
i BBTBZRFIAS MERLET,
M BIBYBE, i, RYAOAT1—%, RATIHEERLET.
[F—] F—R— REDF—EELET,
[F—1]+[F .
) [F—1EBURAS[F—2] &l e xR UET,
FKEEHAE(AOAXRT1Y)

RELHE atEA
%, $, > —M1—-F—-nTJO>T hERULET,
# FE1—Y—J0O> T hERUET,

[ ] (FEEOIERIBEEZRUET., COBITIE. filename (F&
BELTELINWCEEZRUTWLET,

[filename]

-2- 2013/03/01



Saliton

7742 (CDNT

atEA

N
A
LJ
\/

FADSE LIXDHENIXBIREXR LD TNET,

ERBREZMALTNE T, BEICKDTIE. T—HDHXK.
PRARDIBHEDRIREEN B D X T,

> 4

BEEZRRHI(CDULNT

ZOXRZ27I)ILTHEALUTVWDEE(BEE v T Fv )OIV REITRERE EHTORT
EETODEVWNGDIHENHDFET.

[y
B-r'
el

AEF SHTORIECEDE. NetAttest EPS KU MAG 2600 DiREAEZT&HLIZE
DTY, INCDEEFETOEBFZRIAIT DEDTIEIHDEEA.

NetAttest®(, M AEHY Y RS RXFLAXDEFREIRTY .
ZOM. AECHBEH N TV DA, HRdd TNETNEHOBERTZEEHEHIRETI,
AXHRC ™ ®. OFBHEKLTVERE A,

-3- 2013/03/01



Saliton

SN

LR -1 2SR 6
11 AN ..o 6
12 R 7
1o2- 0 R oo e 7

SR R R 1 PP PPPTRRUPPPPRTN 7

1-2-3 R N R ettt ettt ettt 7

2. NetAttest EPS MERTE ..ooooevveeooeeeeressseeeesssssssesssssssesssssssessssssessssssssesssssoees 8
2-1 SRTLAVEBRE DA — BORIT i, 8
2-2 U—ERWERRE T A T — ROEIT oo 8
2-3 FREEI—H —DBANEER oo 9
2-4 547 N AR DR Tt 11

3. MAG 2600 DEGETE -.vvvsevverrseeeesesseseesssssssessssssssssssssssessssssssss s ssssess e 12
Bl R R e e ittt 12
3-1-1 A =TT A RDEETE ceeeeneeeiieerineeiiaeeiineeinee e e e s eaneeen 12

3-1-2 S AT ABFZEETE vt 13

3-1-3 HOSES FETE(FERR) oo evvvn et e ettt e et et e e et e e et e e e et eeae 13

3-2 MAG 2600 DEEBAE ([CRIT DEETE vvvvvrrrnrrnrenrinrenrenreeennenennennans 14
3-2-1 SSL ([CEAT BIBTE(BE) (MAG 2600) ....veeiieeeeeeeeeeeeeeeeeeeeeee e, 14

3-2-2 CSR DR (MAG 2600) v.vveereeeeeeeeeeeeeeeeeeereeeseeeeeeeereesreeeesinns 15

3-2-3 B—/\—SEEAEZEBLZLER (NetAttest EPS) ..ccvvviviiiiiieiiieeie e 17

3-2-4 H—)\—FEBAZEDFEAT (NEtAttest EPS) ....ccvvveeeeeeeeieeieeeiee s 17

3-2-5 H—)\—5EAZEDSF > 0O0— R (NetAttest EPS) .....ccvvvveeeeerennnnnnn. 18

3-2-6 CA SEBHZEDEUS (NELALESt EPS)...vvevreeeeeeeeeeeeeeeeeeeeeeeeeeeraeeeenans 18

3-2-7 H—JC—FEBIEDA >R — N (MAG 2600) ...eveveeeeeeeeeeeeeneeeennn, 19

3-2-8 CA SEBFEDA 2 R— I (MAG 2600) .. .eeeereeeeeeeeeeeeeeeeeereeeaenans 20

3-3 MAG 2600 @ VPN 4ZHE(CBI T DEETE «ovnevvneeneernneereeenneennneennees 23
3-3-1 RADIUS/Certificate Server MEETE.........oovvvvviiiiiiiiii e, 23

3-3-2 VPN ROIES DDF T e vvuevtnieeieieiieete e ets et e et e e e e e e e e aan e ee 24

3-3-3 VPN ACCESS POlICY DDFETE . euueereeneeeneeiaeieea e e e ee e e ea e eane e e aneeans 26

3-3-4 Authentication Realms MERTE .. ..cevureerrrneerrireeeneerenneerennneeenns 27

- 2013/03/01



Saliton

3-3-5 SigN-IN POlCY DDFETE ..vvuiiviiiiiieiiiie et e e e e e e ee 29
3-3-6 TP = JLODERTE . eeirieeeeiie e ettt e e e e e e e et aaa 30

4. BFE VPN DTAT YU RDERTE oo 31
4-1 Windows B JUNOS PUISE ......ceuiiiiiiicieii e 31
4-1-1 PCADTZHIEEBAEDA VAR —=)b i 31
4-1-2 VPN 577> B(IUN0S PUISE) DIEHTEETE v e evvvneeeernieeerieeaannnnn, 33
4-2 I0S AR JUNOS PUISE ..uiviiiiiieie e 34
4-2-1 iI0SADTZH)VEEBAEDA > A B —)b i 34
4-2-2 VPN 2754772 B (IUN0S PUISE) DI IR TE o evvneevreerneerrneernneennnnn, 35
-3 BT A D it 36
4-3-1 Windows ki Junos Pulse ZFIF U7z VPN & (> >2JE—R) 36
4-3-2 i0S il Junos Pulse ZFIFA UTZ VPN EZHE ..oovvviiciee 37

-5- 2013/03/01



S2liton

1. gk
1-178 R X

-----------------------------------
* "

H Rl % Ttorace) N
: ~ ¢ . N Interface] .
: f i:—P%DH PH—J)— E outside : inside Cantents Server :

@

MAG 2600

---------------------------------------------------------------
_____

naeps.local

| 192.168.3.0/24 ‘ ......... e ‘ 192.168.1.0/24 ‘ ...................... i
A SR | #HALRY FO—Of4

-6- 2013/03/01



S2liton

1-21R55

1-2-1#25

&

%E| A—=h—

Kt

~

N—==3>

Authentication Server

e . Soliton Systems
(FREEH—/(=)

NetAttest EPS-ST04

Ver. 4.4.3

RADIUS 517> bk
Juniper Networks MAG 2600 Ver. 7.1R1 (build 17675)
(SSL VPN #£28)
IR AP
BUFFALO WAPM-APG300N Ver. 2.5.1
(1> —=xv MAIA)
Client PC Panasonic Let’s note CF-S9 Windows 7 SP1
Client Tablet Apple iPad i0S 6.0.2
1-2-2585E AR
T4 )L EEBAZEEREE+1D/Password ER:F
=L
1-2-33Y ’I)—DE&TE
EPS-ST04 MAG 2600 Client PC Client Tablet R AP
192.168.1.110/24(in) DHCP DHCP
IP7RLXR 192.168.1.2/24 192.168.3.100/24
192.168.3.110/24(out) (F&IR AP DVS) (FBIR AP VD)
RADIUS port
UDP 1812 - - -
(Authentication)
RADIUS port
UDP 1813 - - -
(Accounting)
RADIUS Secret
secret - - -

(Key)

2013/03/01




Saliton

2. NetAttest EPS D& 5E

2-19 27 LMBE D1 — FORAT

SRAFLVERE D« - RZERAL. UTDIEEZEELET.
o FALY—-EHN - BAIDERE

® RAPNBDRE

o H—EXAN2H-TITAADHEE

o EA>H-TITARXDKE

® AAHR—LT—/)\—DKE

& 577 L ER-NetAttest EPS - Windows Intermet Explorer N )

QU= fe oo 0 3 =

G BREAD | s @ETTOUCL Y p KBOBTTHFE.. +
@ 27 LEENethttest 95 | BB & AR -7 Y- B 7

ST MR o —F
+ AT LERSSE

‘Copyright © 20042010, Softon Systems K X_. All rights resen sd
s (L ]

[/RX b4&]

* naeps.local

[IP 7 RLX]

- 192.168.1.2(FIAJ)BN)
[S1tE>X]

RNV

Copyright © 2004.2011, Sclon Systerns KK , Allghts reserved

-8- 2013/03/01



Saliton

Y—EAEARE VT — FDRT

H—EXWEEEE D« T — REEITUET,

AFIEET(HMEZTEH L TLDEDLINIINTT IA)L MEETITLE U,
® CABE

LDAP —A R —2ADETE

RADIUS H—/\—DEXRHE (£A%)

RADIUS B —/\—DEAXGKTE (GERAZARIIL)

NAS/RADIUS 51 77> MRTE

192.166.1.110

CATRIRIR
CAERIRIR ==
cAER
O FESTHLL LT 5
AP [CA TERIEEIR]
B
® JHESES\E /S ADRELAT S - Jl—bhCA

DROBE N
TRBEFIAVLL EXE [.L\Bﬁﬁgﬁit]
CAHIR
A% () *RSA
Ea eI - (RE)
— [ —
B4 T - 2048
St () i |
wae r— [CA %]
a7 U3 — . TestCA
CAEBRE
BEFILAYZ A [ sHa1 -]

EEN

[NAS/RADIUS V95147 > h)

+ juniperMAG

[IP 77 RL X (Authenticator)]
+192.168.1.110
(S—OLv K]

- secret

2013/03/01



Saliton

| Ry Rl OPI=W) 1 2 53

NetAttest EPS DEHREHE KL D, FREE1—Y —DEFEITNET,
[1—Y—1 > [O1-Y——8] 5. Bl RY>TI—Y-FFZITVET.

= naeps00_local } 2t
AT LEEE
VAT LER 2v- o 5= 50 [M2v-3c &%
SEUAEER
DHCPH —1i—
LDAPH —1i—
RADIUS Y —13i—
=]
AT
= THRR -}
L7
m 31—t — {2 —FiRys—
= F IR I—F—IO2F7 A

\

Copyright © 2004-2011, Soliton Systems KK., All rights reserved.
(et S s S — E-Mail

(%] S

SR

- user01 o ven
(1—Y'—ID]

AR —F (S
- user01 —

S —ER

[JXXDO—R] HESBIN—F

AT —F

R

+ password

= maeps00 local } 2t
AT DEEE
VAT LER - o e 51— I8 M v73c &=
SEEARRE
DHCPH —)i—
LDAPH —15— s
RADIUSH —)3— e
=

test user fest

L= — user01 ser0l
B THR—}

Ak —}

m 32—t 20— R —

B T4 I—F—IO077 (I

<
Copyright © 2004-2011, Soliton Systerns K K., Al rights reserved

-10- 2013/03/01




Saliton

2-4D547 > MEBRE DR T

NetAttest EPS MEREMR KD, 517> MEBAEOFRITZITLET,
[1—Y—] > [1-—U—-——8] 5. ZEIDII1-HT—-—DIOS17> MNIEBEZRITUET,. (U
S+ 77> MNIEBAZ(ZE. user01_02.p12 EWSEZETTIREE)

v, 0542

Pl 2=
AT ILEEE
2T LET 2 o= 51— I8 TEl:v-*c &=
SEA
DHCPH — 13—
LDAPH —) i —

S EA0) SR 1]
A RADIUS'J — 23—

test user test

B THZR—}

user(1 user(l

(GEBRERZRAIR]

- 365
(GEBBE I 7 AN AT 3 >\ RXDT—R]
- password ® Bt ¢ BE - EN- EE- BN Bl -
[PKCS#12 J 7 JUICSEBRREI®D - - - ] A9E T
I
- FIVIE
PECS#12 27 )L IR A#BOIAE 28D

- —SAEOA I O-F

3 SERES T O FORBY TEEL I AFET IV ICRFLT TS, #90—F

-11- 2013/03/01



S2liton

3. MAG 2600 D& 5E

3-1EREKTE

3-1-14VA—JIM1 ADKE

MAG 2600 DFETE (& WebUI TITWE Y. (IR hDFTE(E CLI h5)
MAG 2600 D >5—J T A ADFE(FE. FaLDBEDTT,

2.5 | Network Settings

[~} | Internal Port - Settings
Internal Port | B

| overview |
Satfings | Virtual Ports:

Enter the network settings and click the Sawve Changes button at the bottom of the page.

Port Information

= IP Address: 1192.168.1.110
* Netmask: 255 255 285.0
* Default Gateway: 1192 168.1.254
SR e e S e R T B R SR e
Advanced Settings
MAC Address: 00:18:7D:23:71:A1
Link Speed: i_b@
* ARP Ping Timeout: i seconds
* MTU: 11500 bytes

9., | Network Settings

@ | External Port - Settings

Internal Port || External Port | viLANS | §

Settings | Virtusl Ports | ARP Cache

Enter the network settings and click the Save Changes button at the bottom of the page.

Use Port?

(& Enabled O Disabled

Port Information

*Ip Address: [182.168.3.110
* Metmask: |255.255.255.0
= Default Gateway: 192.168.3.264

Note: If you need to specify static routes, you can do so on the Ststic Routes page.

Advanced Settings

MAC Address: 00:18:7D:22:71:A2

Link Speed: [Aulu @
* ARP Ping Timeout: 5 seconds
e VA EEH {1500 bytes

*’\il) MAG 2600 Dtzw 7w Ak,
MAG > U —XDoAvw oty 87V THA RECSB TS0\,

)
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[Status] - [System Date & Timel] - [Edit] NS ELET,

Status

13
Configuration 3
Metwork: ]
Clustering v
IF-MAP Federation +
Log/ Monitoring b
Authentication

Signing In (]
Endpoint Security
Auth. Servers

- Administrators

Admin Realms b
Admin Roles »

= Users

User Realms
User Raoles

Resource Profiles
Rescurce Policies
Junos Pulse

* v v v w

Maintenance
System
Import/Export
Push Config
Archiving

v ¥ v o>

Troubleshooting

System Status
Active Users | Mesting Schedule |

System Capacity Utilization Graphs display last 1 hour

u Critical Events
Page Seiti
F Page Settings

System Version
7.1R1 (build 17675)
Download Package

inutes, 23 seconds

Last Config Update
Thu Jan 31 15: 2013

System Date & lime Edit

Logging Disk:
Max Licensed Users:
Signed-In Users:

Concurrent Connections for
Authorization only Access:

Concurrent Users (Edit | T Download)

3—-1-3Hosts

REWER)

AAREFRIB(C(F. DNS H—/)\—%&HE U TLVRLVEs, NetAttest EPS @ IP 77 RL- X% Hosts (C
Bi#xUZE 9., [Network] - [Hosts] "S5 EULEI,

" 9., Network Settings
Hosts

i @

Bl Thic chowe the ccant HOST Eabla for thic nort_Thaca manninae am astomabically craatod _but if nococea:

L P

' 192188.1.2

Name(s}

nasps.local

NetAttest EPS
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3-2-1SSL (CRHT 35X E(S5%) (MAG 2600)

SSLICAET D+ VT REZITLET,
[Configuration] - [Security] SR ELFEFT,
JuniPer

Junos Pulse Secure Access Service

Status B

F Configuration

Security

Securi
Miscellaneous

Allowed SSL and TLS Version
The older SSL V2 protocol has known security issues addressed by SSL V3 af

Configuration »
Network r
Clustering v

IF-MAP Federation
Log/Monitoring
= Authentication

Signing In
Endpoint Security

Auth. Servers

= Administrators O Accept only TLS V1 [maximize security vith reduced compatibility)

pt only SSL V3 and TLS V1 (maximize security)

Admin Realms

Admin Roles

pt SSL V2 and V2 and TLS V1 (maximize brovser compatibility)

User Realms ' Allowed Encryption Strength
User Roles | Strong ciphers (rated by the number of bits in the cipher) improve the secur|
Resource Profiles | more than one acceptable cipher, the Junos Pulse Secure Access Service wi
Resource Policies encryption strength. Changing the encryption strength will cause the web s
Junos Pulse , more details.

pt only 168-bit and grester (maximize security)

System )
Import/Bxport | 5t only 128-bit and greater (sscurity and brovser compatibility)
Fush Config L ) Accent 40-bit 2nd grester (maximize brovesr compatisility]

rch o] 1 © Custom SSL Cipher Selection.

Troublashooting 1

MNormally, the allowed encryption strength Is entorced after an SSL session |
receive a web page describing the problem. The option below will prevent a
the web service to restart.

[Jpe not zllew connections frem brevsers that only accept weskar ciphers

SSL Handshake Timeout option
By default, the SSL handshake has 3 timeout of 60 seconds. Use the text b

Timeout: 60 seconds 1

S5L Legacy Renegotiation Support option
When this option is enabled, renegotiation with clients and servers, which d
When disabled, renegotiation with such clients and servers will not be allowd]

[V Enzble support for S5L l=gacy remegotistion.

Require client certificate on these ports
Enforce client certificate requirement on ports used for access. Client certifi

[ Ensble dient certificate on the external port

External Virtual Ports: Selected Virtual Ports:

Internal Virtual Ports: Selected Virtual Ports:

* Virtual Port is currantly provisioned to a Virtus! System

Note that changing any of tha above sattings might restart soma services in the Junos Pu

Save Changes

_14_
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MAG 2600 T CSR(Certificate Signing Request)Z4m UE T,
[Configuration] - [Certificates] - [Device Certificates] @ [New CSR] &b
CSR Z{E LZFE 9. [Create CSR] Z0Uwv 0T L. LUTOEECERELET.

JuniPer

Status 3
Configuration b
Network »
Clustering »
IF-MAF Federation »

3

Log/Monitoring

Signing In b
Endpoint Security »
Auth. Servers

= Administrators

Admin Realms [

Admin Roles 3

User Realms
User Rales
Resource Profiles

Resource Policies

- v o o

Junos Pulse

= Maintenance

System [
Import/Export b
Push Config 3
Archiving 3

3

Troubleshooting

Configuration =

New Certificate Signing Request

Use this page to create a new Certificate Signing Request (CSR) to send to your Certificate Authority of choice.

Common Mame:

{e.g.. secure.company.com)
Organization Name:
{e.g., Company Inc.)

Crg. Unit Name:

{e.g.. IT Group)

Locality:

{e.g.. SomeCity)

State (fully spelled out):

{e.g.. California)

Country (2 letter code):

(i.e., US)

Email Address:

Key Length:

Please enter some random characters to augment the system's random key generator. We
recommend that you enter approximately twenty characters.

Random Data:
{used for key generation)

soliton_co jp

Soliton Systermns KK
Tokyo-to
Shinjyuku-ku

JP

@ 1024-bit O 2048-bit

(2222111

Create CSR

_f\i'l“)EIEEH%ﬂj§I/J NMIMIIBELTTFE0N,
NetAttest EPS Tld. T IAJL N TIE CNHWHETT,

_15_
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[Stepl. Send CSR to Certificate Authority for signing]d
XFHINRTZIE-L. TFART—ITREFLET,

Junieer

Status
Configuration
Networls

Clustering

Signing In
Endpoint Security

Auth. Servers

User Rezlms
User Roles
Resource Profiles
Resource Policies
Junos Pulse

Systemn
Import/Export
Push Config
Archiving

Troubleshooting

Junos Pulse Secure Access Service

Help | Guidance

(&) SR created successfully

Your CSR was created successfully. See below for instructions on sending the CSR to a Certificate Authority.

The certificate approval process may take several days. When you receive the signed certificate from the Certificate Authority, you will need to import the
certificate to complete this process.

Configuration >

Pending Certificate Signing Request

CSR Details

Common Name: soliton.cojp

Soliton Systems K.K. Locality: Tokyo-to
State:  Shinjyuku-ku
Country: 12

Org. Name:
Org. Unit Name:
Email Address:

Kay Siza: 1024 bits

Back to Device Certificates

Step 1. Send C5R to Certificate Authority for signing
To send the CSR to a Certificate Authority (CA), you need to copy the encoded text below, including the BEGIN and END lines, and submit it to the CA
one of the following ways:

Sawve the text as a .cert file and attach it to an email message to the CA

Paste the text into an email message to the CA
Paste the text into a3 Web form provided by the CA

Mote: Manage the CSR process carefully. If you submit more than one CSR to a CA, you may be billed for each CSR.
[ad R
= mag 2600csr txt
- " -
= | FTHALFE1Ab
= = | 1kB

Step 2. Import signed certificate

When you receive the signed certificate file from the CA, select it below and click Import. This will add the signed certificate and remove this pending

Signed certificate:

-16 - 2013/03/01
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MAG 2600 TRk L7z CSR ZE(C NetAttest EPS T MAG 2600 Y —/\—SEBAEEFHITUE T,
NetAttest EPS DEIREMITFEAE T —EXR—( (T AL D) http://192.168.2.1/certsrva/)
([CT7OTRU. SEREEKRZITVE T, FEDFIET CSR Z1 > R—KMUFET,

= naeps00.local S HBER-JO77 I D EIR
u CATHSE

B ¥9o0—F

. =THR: 4+

- EABED

= mag2600csr txt
= ?"‘EBXI* B 1A

C:\Documents and Settings\sawano\T 2 2+»712013012

3-2-45—\—FEBAEZEDH 1T (NetAttest EPS)

H—\—SEHEEROER - FITEFVET,
CA BEAR—(http://192.168.2.1:2181/caadmin/)(C 7R L. [REE] REEDH —)\—sTHA
ERAR(FIT)LET.

FTKIAF
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H—/\—5IREZSY D> 00— RIIeHICHBE. BIBBRITEAE Y —EXR-Z(C7IEALET,
[FEBREZE DR ] &#iBIRIT D EKEN [(RIT) CRR>TWVWEFIDT, Y—/)V—-5EHAE
(nausercert-pem.cer)&4 > 0O—RUET,

= naeps.local
u CATHSE
m 59,0—F

n HE JOorl it HiF HEEE o
n EiT 2 WER 7 — % —3F9AH (unknown) CN=soliton.co.jp,0-Soliton Systen:  -1-2AF— Il HeoO-F |

E:':l W e pmmen
— ik eyt diig
LT 19216002

g ) Coeg ) (et ]

3-2-6CA SFBAZNHNE (NetAttest EPS)

BIEELDIFIAZEY - EXIR—JH5S, NetAttest EPS @ CAGEBAZZ#S D> 0O0— RUZEY, CAS
BAZ (3. PEM iz (nacacert-pem.cer)Z&RUE Y.

O R, TEUETLE S
E’ W nacscer-pomoer
—- Wty AT, 154 k8
LA 10206812
~
= naeps local ]

B CATHSE

CASIEHE S 00— © PEM | ER

CASFRRE A2 )L

CRLA"7°/A0—F FPEM DER FTEEF: 2013/01/29 10:40:42
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NetAttest EPS THITUIZD—/\—FEAEZ 1 > /R— M ULE T,

CSR Z{ER L 1= X — = D [Step2. Import signed certificate] ©. Y — /N — I A &
(nausercert-pem.cer)z-f >h— ~UET,

JunipPer

unos Pulse Secure Access Service Help | Guidance

Siatus +| d) SR created successfully
Configuration ¥
Metwork C
Clustering v

Your CSR was created successfully. See below for instructions on sending the CSR to a Certificate Authority.

The certificate approval process may take several days. When you receive the signed certificate from the Certificate Authority, you will need to import the

= .
I=MAB Bedoration certificate to complete this process.

Log/Monitoring  *

Configuration >

Pending Certificate Signing Request

Signing In )
Endpoint Security »
Auth. Servers

Administrators CSR Details

Common Name: soliton.cojp

Org. Name: Soliton Systems K.K. Locality: Tokyo-to
e . Org. Unit Name: State:  Shinjyuku-ku
Email Addr Country: 12
User Roles » )
Key Size: 1024 bits
Resource Profiles *
Resource Policies »
SN o +| Back to Device Certificates
Systern .| Step 1. Send CSR to Certificate Authority for signing
Import/Export ’ To send the CSR to a Certificate Authority {CA), you need to copy the encoded text below, including the BEGIN and END lines, and submit it to the CA
Push Config » one of the following ways:
Archiving 3

Troubleshooting  * Save the text as a .cert file and attach it to an email message to the CA
Paste the text into an email message to the CA

Paste the text into a3 Web form provided by the CA

Mote: Manage the CSR process carefully. If you submit more than one CSR to a CA, you may be billed for each CSR.

Step 2. Import signed certificate

When you receive the signed certificaty Fm the CA, select it below and click Import. This will add the signed certificate and remove this pending

Signed certificate:

[0 Elsoliton.co.jp TestCA Jan 29 07:36:38 2013 GMT to Jan 29
07:41:38 2014 GMT

- 2 R— MER
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NetAttest EPS 54> 00— R Uz CAGEBAEZ MAG 2600 (1> 7R—hULET,
[Configuration] - [Certificates| - [Trusted Client CAs] @ [Import CA Certifi

cate] M5, CA iEBAZ (nacacert-pem.cer)Zz- > h— cUET,

LT, A > R— bz CASEBAEZ U w O L. CRL DEEZITLE T,

Juniper

Junos Pulse Secure Access Service

Configuration > Trusted Client CAs >

Import Trusted Client CA

Status

Configuration
Network

»
»
3
Clustering +| Certificate file
*
,

IF-MAR Federation

Log/Menitoring
I = Authentication

Import from:

Signing In »
Endpoint Security »

Import Trusted Client CA?

Import Certificate

Auth. Servers

= Administrators

| Admin Realms r

p Configuration

Certificates

Certificates

Device Certificates Trusted Client CAs Trusted Server CAs Code-signing Certificates Client Auth Certificates

Users can be required to present valid client-side certificates to sign in (see the realm-specific Certificate Authenticatid
authaorities.,

[ Auto-import options... ] [ Proxy Settings... ] l Import CA Certificate.... ] [ Delete. ..
Trusted for client
Trusted Client CA T Valid dates
O | B Testca Yes 2013/01/29 - 2023/01/27
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[Client certificate status checking] MWL DHDIER(CF T v I%Z AN,
MR(C. [CRL Checking Options] Z#2oUw 2O U%EY,

JuniPer

Status ]
Configuration »
Network ¥
Clustaring v

IF-MAP Faderstion +
Log/Monitoring  +
Signing In v
Endpoint Security +

Auth. Servers

= Administratars.
Admin Realms
Admin Roles ’
= Users
User Realms ¥

User Roles
Rezource Profiles
Resource Policies

Junos Pulse .
Maintenance.

System "
Import/Export b
Push Config v
Archiving .

Troubleshooting  *

'i'rusted Client CA

Junos Pulse Secure Access Service

=nt

Certificate
Issued To: » TestCA
Issued By: » TestCA
Valid Dates: Jan 29 01:40:41 2013 GMT - Jan 27 01:45:41 2023 GMT
Details: # Other Certificate Details

Renew Certificate ...

Client certificate status checking

)

None

Use OCSP (Online Certification Status Protocol)

® O (

Use CRLs (Certificate Revocation Lists)

O

Use OCSP with CRL fallback
Inherit from root CA

Ve Tom e 2 G £1C B
chain until reaching the root trus|

Trusted for Client Authentication

Uncheck here to exclude the CA from being trusted for cliant certificste authentication, if this CA vas added for other trusting purpose such as SAML signature verification or machir

certificate validation.

Participate in Client Certificate Negotiation

Indicating whether this CA will be sent to the brovser for client certificate selection. To stop = dient certificate being prompted by the brovser, this flag of all the upper level C#
C

ain of the certificate should be deselected.

Advanced Certificate Processing Settings

Note: Enabling the certificate policy settings below will cause path validation to comply strictly with RFC 5280. This may cause some previousl

accepted certificate paths to be rejected.

ng

[ Initial Inhibit Policy Mapp
Uiy iiSppg T Letuats

[ Initial Require Explicit Palicy

Path must be valid for at least one of the certificate policies in the Initial Palicy Set below

Initial Policy Set: & sat of cartificste policy identifis

the pelicies that =re scceptabls to the

certificate user

One policy per line. =.g.
1.3.6.1.4.1
2.16.840.1.101.3.2.1

Empty value indicates any policy

Save Changes

Help | Guidance

naming

CRL Settings
Cartificate e
Checking Options, and

tion CRL) sre

pecify

the options.

] Update Now

[ [ CRL Checking Options ...

2 CRL distribution points

erts.crl

sed to verify the ongoing validity of client-side cartificatas, and are obtained from CRL distribution points (CDP). To snable CAL thacking, dlick C

Status Next Update
Enabled; 2013/02/28 10:45:42
OK: 1KE, 0

revocations
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[ CRL Distribution Points(CDP)] T [Manually configured CDP] Z3#R L. [CDP URL] (C CRL
DIRFHPT URL Z5e# UET .
Juniper

Junos Pulse Secure Access Service Help | Guidance | :
e

T y| Configuration > Trusted Clisnf > TastCA >

configurstion 1| CRL Checking Options

Hetwork b

Clustering +| Specify the CRL distribution point({s) from which to download the CRL, as well as how often to download.

IF-MAP Federation »
Log/Monitaring

Signing In ¢ Use: | Manually configured CDP
Endpoint Security
s Specify a HTTP or LDAP-bazed CDP, and an optional backup CDP if the primary CDP is not accessible. If the CDP requires authentication, enter the appropriate credentials as well

= Administrators

Primary CDP
.
SeeminBoles - CDP URL: |hitp://naeps.local/certs/certs.crl

= Users
Lo

User Rezlms

User Roles

Resource Profiles
Resource Paolicies

Admin DN:

Junos Pulze 3

System .
St Exbett Backup CDP
Bk Caafs
Archiving COPARE
Troubleshaoting  * :

Admin DN: LDAP anly)

Password: LDAP onl

Options
CRL Download Frequency: |24 hours {1-9999) |! SR PR =denEats = & o o

[ validate Server Certificate (LDAPS only)

Save Changes?

Save Changes

CDP URL (F EPS 545> 00— RUJZ CAGEAE CEHER CTEE T,
SRE B

24 | SFRl | ZEBROISZ

FEE | HAREEREDH v:
Fo—IbE [
[T &AHIER Subject Type=CGA, Path Lengt..
[FR% -1 Certificate Signing, Off-line G..
R IT 0t #—#EIF d9 f 2f ce 61 25 78 9 6a dd..
[l e —mEN KeylD=3 ef 2 ce 61 26 76 9
Netscaua SIEREMIEEE S5L GA SMIME GA (08)
i_!fORL BAnAtA [1IGRL Distribution Point: Dis...
N -
[1IGRL Distribution Point -
Distribution Point Mame: & 1
Full Mame:

URL=htip:/#naeps local/certs/certs or|

3-1-3 THE U= Hosts (CKD&RIFERLTLD
72850l FQDN TIEE L TH N £, &R
HRIDVNRIBTEIP 7V RLUATIEBELTTRFEU,

Zr IHTE =G
QK
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3-3MAG 2600 () VPN $E45(CRIT 38 F

3-3-1RADIUS/Certificate Server DE%TE

[Auth. Servers] @ [New Server] & [RADIUS] ZEBHMMULET .

Junieer

Status ,
Configuration ,
Network v
Clustering »

»

IF-MAP Federation

Log/Manitaring

Signing In 3
Endpoint Security
Auth. Servers
Administrators

Admin Realms  +

User Realms ’

User Roles '
Rescurce Profiles +
Resource Policies »

Junes Pulze »

Systam

Import/Export 3
Push Config v
Archiving »

»

Troubleshooting

Junos Pulse Secure Access Service

Auth Servers >

EPSTEST

* Name:

NAS-Identifier:
Primary Server

* Radius Server:

* Authentication Port:
* Shared Secret:

* Accounting Port:

NAS-IP-Address:

* Timeout:

* Retries:

Backup Server (required on
Radius Server:
Authentication Port:
Shared Secret:

Accounting Port:

Radius accounting

User-Name:

EPSTEST

JuniperMAG

192 168 12
1812

1813

192.168.1.110

30 seconds
0

ly if Backup server exists)

<USER>{<REALM:=>)[<ROLE SEP="

RIC TAuth. Servers] @ [New Server] & [Certificate Server] ZEBHNMUET,

JuniPer

Status ¥
Configuration v
Netuorie v
Clustering v
IF-MAP Federation ¢
Log/Manitoring  +
Authentication

Signing In
Endpoint Security »
Auth. Servars

= Administrators
Admin Reslms  »
Admin Roles v
Users

User Realms
User Roles
Resource Profiles

Resource Palicies

Junos Pulse

System

Import/Export
Push Config v
Archiving »
Troubleshaoting  +

Auth S =

naeps.local

Settings

Junos Pulse Secure Access Service
B e

* Name:

User Name Template:

User Record Synchronization

naeps.local

=certDM CMN=

[] Enable User Record Synchronization

Logical Auth Server Name:

Save Changes?

Save Changes
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3-3-2VPN Roles D& E

[User Roles] - [New User Role] KDI1—H—(CE|DHTBRO—-ILDETEEITVNET, CTlE.
0] 93 VPN G S ESEZIBELE T,

JuniPer

Junos Pulse Secure Access Service

Roles =

Status
Configuration .| VPN Roles
Hetwork ’

Clustering W ceneral

IF-MAP Federation *

Ll Restrictions VLAN/Source IP Session Options | UI Options

Signing In b

Endpoint 5t
AEPCNESRCEHDEMY ~ Name: YPHNRoles
Auth. Servers

St

Admin Realms ()

Admin Roles »

User Realms v Save Changes

User Roles [

Rescurce Profiles »

Options
Resourcs Policies +
Junos Pulse v

I If these settings are not specified by any roles assigned to the user, the setting
System '
Impart/Export ¢ [] VLAN/Source IP (Edit)
Push Config v - 8
Rechiving X Sessjon Options (Edit)

Troubleshooting  +

UI Options (Edit)

Access features

Chack the festurss to snaSle for this ussr rols, and spacify any role-bas=d cotic

Web 1 Bookmarks | Options
[] Files, Windows 0 Bookmarks | Options
[] Files, UNIX/NFS 0 Bookmarks | Options
[] Secure Application Manager 0 Applications | Options
O Windows version lote: On Windovs Mobils, WSAM fur

O Java version

[] Telnet/SSH 0 Sessions | Options
[] Terminal Services 0 Sessions | Options
[] virtual Desktops 0 Sessions

[] Meetings Options

Network Connect Options

O Network Connect
® Junos Pulse
[] IKEv2 No r

e A Y Ay WV
IRIR—SN\

Save Changes

e-based options
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RIC, BELESYTD [Webl & [New Bookmark] Z&ERL. UTFEH/ELET,
XASHEIMEETY ., REEXIDTET, OT1> %, EiRUE BookMark &R RENE9,

Juniper

|
i Junos Pulse Secure Access Service

Status Rol. PNRoles >
configur=tion  + Web Bookmark
Network »
Clustering »
IF-MAP Federation * Z
Log/Monitoring  * fane. Home Page
Authentication Description:
Signing In v
Endpoint Security »
Auth. Servers
Admin Realms. o
Admin Roles
" URL: http://192.168.1 150/solitonhp. html
User Realms »
User Roles »

Displ i
Resource Profiles ¢ sl

Rescurce Policies » [] Open the bookmark in a new window

el el s [] Do not display the Web browser's URL address bar
)

] T [ Do not display the Web browser's menu and toolbar

Import/Export

Push Config )

Archiving v

Troubleshosting  +

[ Save Changes ] [ Save as Copy

HU T, EE LEYTD [Network Connect] - [Options] KD TERELET.

JuniPer

Junos Pulse Secure Access Service

Roles >

VPNRoles

Status

Configuration
Netwark

Clustering ,
IF-MAD Federation »

Network Connect

B

Junos Pulse Settings
Log/Monitaring  *+ S

Signing In »
Client Ontions

Endpoint Security +

Auth. Servers

Choose the dlient application far VPH sccass

©  Network Connect
(0]

Junos Pulse

User Realms *| Tunneling Options
User Roles »
Resource Profiles

Split Tunneling

Reseurce Pelicies + Choose the split-tunneling mods

Junss Pulze 5 © Enable
@ Disable
System »
EET e e e SR e e D R N BT s
Archiving » O Yes
Troublazhosting ® No

Route Monitor

Should Pulse discannact when route changes that affect Pulse traffic are made?
O Yes
@ no

Auto Launch Options

[J Auto-launch

Use launch to

Ily start the client when users sign in

Session scripts

Windows: Session start script
This =zcript iz exscuted after the cliant session has started,

Script Location:

Save changes?

Sa

Changes

Windows: Session end script
Thiz =zcript iz exescuted affer the client session has endad.

Script Location:
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3-3-3VPN Access Policy D& E

[Resource Policies] - [Webl @ New Policy] Tt ARUS —DEEZITLET . [Roles]
TYERK L 7= Role(VPNRoles) &R U &R LcO—)L ERY S — DT 17 &41TU\E 9, [Resources]
TEEUEHRICHI LT, VPNRoles WNERAEINE T,
Juniper

Junos Pulse Secure Access Service

Neb Access Policies
T web policies >

conficurztion +| VPN Access Policy
Network

»
Clustering AW General etailed Rules

IF-MAP Faderation »

Log/Monitoring

* Name: VPN Access Policy

Signing In - Description:
Endpoint Security ¢
Auth. Servers
Admin Realms
Admin Roles
Resources

Specify the resources for which this policy applies. one per line. In o1 i
resource.

User Realms

User Rales

Rescurce Profil=s + ™ RESOUrces: |wrrp://=:8n/=

Junes Pulse > 182.168.0.0/16:%/%

System [

Import{Export ¢ Rales

Push Config

Archiving * O Policy applies to ALL roles

Troubleshooting  *

& Policy applies to SELECTED roles
) Policy applies to all roles OTHER THAN those selected bl

Available roles: Selected roles:

Users VPMNRaoles

Action
@ Allow access
() Deny access

() Use Detailed Rules (see Detailed Rules page)

Save changes?

Save Changes ] [ Save as Copy

* indicates required fisld
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3-3-4 Authentication Realms DX FE

[User Realms] - [New User Realms] TLJLADEEZITVET,
[ Authentication] (C Certificate Server(naeps.local)Z357E. [ Additional authentication server|

(C(d RADIUS(EPSTEST)Z#EELE I,

AHEEZITDZET,

SEBRERTE

If + ID/Password s2sEVAJBE(CTR D E T,

JuniPer

Junos Pulse Secure Access Service

User Authentication Realms »

.| VPNRealms

Status
Configuration
Metwork

Clustering ¥ m e o T

IF-MAP Faderation *
Log/Manitoring  +

SignEg Description:
Endpoint Security »

Auth. Servers

Admin Realms

Admin Roles 5

+ Servers

User Realms

User Roles.

Resource Profiles »  Specify the =

Resource Policies »

Junes Pulse

— Authentication:

= Maintenance
System Directory/Attribute:

Import/Export

Push Config

Accounting:

Authentication =2:

Username is:

Password is:

L1 Dynamic policy evaluation
Other Settings

Authentication Policy:
Role Mapping:

Save changes?

Save Changes

VPNRealms

[J when editing, start on the Role Mapping pac

[naeps local [~

| .Nnma:"v.=

|EPSTEST [v]

[psTEST [

(& specified by user on sign-in page
O predefined as: |<USER>

@& specified by user on sign-in page
O predefined as: <PASSWORD>

End session if authentication against this se

Certificate restrictions
Password restrictions

1 Rule

_27_
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RIC, BELEASTD [Role Mapping] &D1—H—&0O0—)LOMTFREZITLET,

[---then assign roles] TI& VPNRoles ZiI8FEULE T,

= System
Status
Configuration
Netvork
Clustering

IF-MAP Federati

Log/Monitoring
i~ Authentication

Signing In

Auth. Servers

Admin Realms
Admin Roles

User Realms
Uszer Roles

Junes Pulse

System
Import/Export
Push Config
Archiving

Resource Profiles
Resource Policies

Troublashosting

Juniper

Junos Pulse Secure Access Service

s
v
*
¥

ont

3

¥

Endpoint Security »

= Administrators

r
3

User Authentication Realms > VPNReslms *

Role Mapping Rule

* Name: |[TESTRoleMAP

* Rule: If username...

x If more than fhe username

...then assign these roles

Available Roles: Selected Roles:

Users VPMNRoles

[]Stop processing rules when this rule matches

To mansge roles, s== the Roles configuration page.
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3-3-5Sign-In Policy D& TE

[Sign In] - [Sign-in Policies] @ [New URL] M5B+ >« > RUS—DEEZITVET, 2
TOEEN VPN O5-177> b(Junos Pulse 541 7> N Tigkt 9 DFRDIER T URL (CIRADE T,
[Authentication realm] T(d. VPNRealms ZiEELE T,

JuniPer

Junos Pulse Secure Access Service
System

T Signing In >

* /vpntest/

v
Configuration v

Metwork L

Clustering L Save Changes
IF-MAP Federstion »

Log/Menitoring  *

User type: Users Administrators Authorization Only Access

Signing In v

Ertie Eom Sign-in URL: fvpntest/ Format: <host: path>
Auth. Servers Description:

= Administrators

Il izers Sign-in page: L .
User Realms Meeting URL: eeting/ | ¥

User Roles

Authentication realm

v
C
Resource Profiles +
Resource Policies »

v

Junos Pulse
Specify how to select an authentication realm when signing in.

S : () User types the realm name
Import/Export  +
- The user must byps the name of one of the svailzble suthenticstion realms.
Bush Config v
Archiving =
Troubleshooting (& User picks from a list of authentication realms

The user must choose one of the folloving selected suthentication realms when they sign in. If ¢
To create or manage realms, see the User Authentication page or the Administrator Authenticatit

Available realms: Selected realms:

VPNRealms Iove Up

Users

Contigure Sign-in Notications
O pre-auth Sign-in Notification
[] post-Auth Sign-in Notification

Save changes?

Save Changes
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3-3-6IP 7—ILDE&RTE

[Resource Policies] - Network Connect Connection Profiles] T. VPN 254772 ~Z3ALY

9 IP 7 RLX(IP T—IL)EDRY NI—UREZITVET

Juniper

VPN-TEST

- Name LSt
[ e—
g
- T Chane - G
...... doi
| [prre—
Conmuction Setimgs
Trarupor:
e
1 secends
newtes
Sytes [0 wphes no ki)
AES 130/ MDS [ 2 pertorman
s AL
© AFS?56/MDS
AT$236/SHAL {mainice wonzy)

To mamita the viantart AT setiege. wpacty coab netnge foc this peodle nae

O IVE DHS Settings

2 Manunl ONE Gattings
Primary DAE;
Secondary GHE:
M3 Doman(s)
ns:

T DHLF DS Settings (oaly spplicabie B DHCP Server Is chosen)

Bt whow 0. e (anly for op anabied moda)

5 oo proary sanver
Auomatic (LRL lor BAC i 09 sor sarvir
Sarvar citrase

pdate Frequancyi 1t mrutes

Maual cosfiguration
Sarvar port: 1
" Preserve dient-side pocy settings

ks
O Polcy appies Lo AL rules
) Potey applies ts SELECTED robs
O Pakery apphan to B8 roken CTHER THAN thass fabested Babo
vislabie robet; Sabected roles
s -
R it
_SawDaanges || Sewas Copy |
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4. %58 VPN D147V PDEXRTE

4-1Windows kR Junos Pulse

4-1-1PC ANDT IRIEEBREDI VA M=)

PCICOSA77> MNEAEZ > R— bULET,
A0>O—-RUTEWNZOSA 7> MNiEBAZE (user01_02.p12)&245 JIILo Vv 09T &, sEREA
SR—bhD4 - REEITENFE T,

SEAED Rk S —F
FEAEQ VR - D1 - OBk

canoi =BTl SEAE. SEAREEREUA - BLUEIERE R
AMET(AOMEIEAEA MO -LET.

SEBRMERAIC ko TR TENEIERE, 1 —H - ID #WERL. -5
st L, ST TiRsgat ey b —iiee st
FEEMEE S ATET. SERFA NP, SERENMAEEL,
BUATL EOSEET .

FETEBICE. DRl EOULDLTRE

R [ Feidul |

!

SIAEDAVR—F S —F

A2 — I SHIRE 7 I
Aot - L ERELT R

Frl e

C¥Documents and Settings¥sawanc¥T A0 by Fuser0l 02017

R RORETNEEN 1 20T LRSI RE R FE T EL T
Personal Infar mation Exchange— PKCS #12 (PFX P12
Cryptographic Message Syntax Standard- PKGS #7 EF8RE (F7E)
Microsaft LUPIEENEEEERE AT (55T)

[ <Eae | k> | [ et |
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SERFOA R —F I —F

HAD—F
BT EET IR IR (AT - FUREEN T E L.

EE AT - FEAD LTS
AT —FEx

b veeren]

[CJiezE% —miFsEEENCFDE — ~
cOATLI AR TR, WES NP -2 TENN 2 TR E RGN 2 3.

Clo@% —SThat— MeTaegai
b Wi ST s e PR

[ <BEz@ | kate> | [ Fet

]

EANDUENDDET.

.

iPhone i/ 11—+ U+ ZFA L i0S T/ 1 |
j) A R—ILTBEAE. (COF—HETHIRR— NEKECTR] FT vy

LIRS E A

\ 4

SHHHB AL P
EERE 2 P, SRS FEEN S AT L LOSEET F.

Windows (ZZEBRZA FPEE gheNsEREE S0, SRS MIBFT RIS E TR ATEE Y.
© SHRAZMIEERCETT. BENEIEIEREA PR R
OSPERERTATROA FPEE TS E

{Eal [ Eam> | [ e

]

SRFOAAR—F I —F

TR VR 9 —EORT

SEBREM At — b D - BAESIET L3 L.

AOEAEEESN L
Eﬁéntﬂﬂﬁ%} FF ';Jg;{fh FrEEeICRESNET

£z
el C#Documents and Settings¥takahashi

[ <Fae [ w7 | [ ¥t
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4-1-2VPN D54 7> MJunos Pulse)DiE

Junos Pulse 75 77> % Juniper Network #t DB hE L < (EMAG 2600 545D > 00— R U.
A4A>AM=JLULET., MAG 2600 W5 T >0O0—-RITBHEEEF. KRIET(E
https://192.168.3.110/(C 772t AUZE Y, Junos Pulse 547> hOREETFELEDES DT,

- X

| ¥ PuLse

Zri L (F) AJLZH)

A iR X

B4 F(T)
ICjsAi) -7

g (M)
Junos Pulse
#—/i— URL(S):

hitps:M192.168.3.110npntest!

| g8 | [ ®Ew | [Foom)

© 2010 Juniper Networks, Inc. "
Allrights reserved. Eﬂb% I:C]
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4-2i0S kR Junos Pulse

4-2-1i0S \NDT IR EEBREDI VA M=)

NetAttest EPS MSFITUIZTZF)LiEAE%Z i0S /A RCA > A M—=)LFDHEE LT, Tie
3DDIFERENBDFET,

1)iPhone B 1—> U+ (#BRIOT 7)) ZESHE

)T ZHIEEAEZ A —)UITHRF U iI0S /A RTED . 1 >R M=ILT BDFHE

3) SCEP THUS Y9 354 (NetAttest EPS-ap ZFHTEE )

FEWITNNDEET CASEREE IS 177> MNIEREZ A > A M—JLUFET.
XAECEHEB=ETEEZET.
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4-2-2VPN D54 7> FJunos Pulse) DIE#REE E

Junos Pulse 7= 77> k% Apple App Store 51> A M—JLUET,

BRENTVE LA Q

URL h
a-Y-%
WS
(TN

a-iu

EREICIER

> A =)L Junos Pulse &I U, FieDKD(CERELET .

€=T:0)!

+ JuniperMAG

(URL]

+ https://192.168.3.110/vpntest/

(GEBRE]

« A A M—JVUTSEERE Z&EIR

-35- 2013/03/01



S2liton

A-3FEHTT AL

4-3-1Windows kR Junos Pulse ZF|F U VPN EE(FRUVTE-F)

Junos Pulse 75177> bZFIFA L. VPN IERZITLET,
RH. TSOTZFAEL., BRI DSEBEEETY,

K

¥ PuLse

7L (F) AFH)

@ 2010 Juniper Netwaorks, Inc. &
ANt reseve EAGB ()

@ 2010 Juniper Networks, Inc =
Allrights reserved. Fz‘ib§(C]

¥ PULSE
EHLST: SA (192.168.3.110/vpntest/)
14— ()
user01
HATD—E(P)
SERIFTE(S)
B ||FyrElAa)
i3
¥ PuLse
710 (F) ANFH)
% (O e
» BA(192.168.3.110Mpntest) o R
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4-3-2i0S ki Junos Pulse ZFI AU VPN Bk

Junos Pulse 51 77> b=FIAL. VPN #E5iZiTU\ET,

*. Junos Pulse

S=Fovdem

— = [1——4&]

Welcome to the

e ’ P T e — » user01
[ 29 > T e (ART—F]
' - password

E—FAvIie

w07y Iv-7

EPSEREE

Home Page
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