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3-2 CASEEAZE D1 > 7R— b~ (Aventail)

SonicWALL #t#& SSL VPN Aventail Z:HE 9 D2(C(E. B WebGUI ZHIFHT D
FERBDFET AETIE. BIE WebGUI SRR TEZEM I D5 EZMBITULET,
NetAttest EPS TH > O— RU/z CASEBAZE nacacert-pem.cer D1 > iRk— RZEITUVE
9, Aventail Management Console (COJ-1>UZEY.

SONICWALL> | Aventail €& Management Console Login

Please log in

Uzername: |

Fazsword:

SONICWALLY> | Aventail B8 Management Console

Security Administration
Access Control

Resources
Users & Groups AMC Home

TE—
User Access Use the Aventail Management Console (AMC) to manage your Aventail 35L VPN appliance. Click o /- 1L F
Realms the links at the |eft to manage your security policy, configure the system, monitor the appliance, sl “Virtual

Vs sz oy sers.
oo L e and deploy secure access to your user:

Agent Configuration

End Point Control Log in to Aventail WorkPlace

System Status Auto-refresh: off e

System Configuration
General Settings
Metwork Settings

S5L Settings
Authentication Servers
Services

Virtual Assist
Maintenance

Monitoring
User Sessions
System Status
Logging
Troubleshooting

S/N: 0D401023ECD3
Vession: 10.5.3-052
© 2010 SonicWALL, Inc,

50 Users

1:22 FM 1:42 PM 2:02 PM 2:22 PN
Active users

1.00 Mbps

0.00

2% of 19.35 GB 0%

Disk space CPU usage

Appliance name

avtl

Last reboot

3 days 22 hrs 16 mins 18 secs
System time

Fri Jul 15 2011 14:23:00 15T

Services Status

1:22 PM 1:42 PM 2:02 FM 2:22 PM K | @
Network bandwidth {internzl/external) Eirms T Stop
Web proxy @ Stop

Details | View logs

Aventail WorkPlace @ Stop

Click the following link(s) to log in to
WorkPlace and test user access.

Cefault WorkPlace site
WorkPlace for SBB
Technical Resources

Cnline Help
mvSonicWALL.com

¥ Setup Checklist

_16_

2011/09/05




Szliton

SSL Settings 75 CA certificates @ Edit Zi#RUE T .

New Zi&IR L. Certificate file DEHRT NetAttest EPS TH > O—RUTE
CA 3EBAZ nacacert-pem.cer ZZEIRU. Import /NY > ZH 9 LBEIMESNE T .

SONICWALL> | Aventail & Management Console

Security Administration
Access Control
Resources

SSL Settings |
Users & Groups
E::';C = SSL certificates
Aventail WorkPlace
Agent Configuraticn Main appliance certificate (WorkFlace and other access methods) Edit
End Point Control 192.168.10.41 (=self-zigned)
System Configuration valid through: 13 7 2016
General Settings Management consocle certificate (AMC)
; 152.168.0.10 (=elf-zsigned)
valid through: 13 7 2018
alapi=iate ac- = — Virtual hosting certificates for WorkPlace sites and URL resources
Services /A
Virtual Assist cortificatas
CA Certificates S5L Settings = CA Certificates
Edit
Manage the CA certificates used by the appliance. Click the CA name to configure cerfl

revocation and determine the conneciion fupec it 1= ysed fo cecure, To cstgblizh 3 frush
E?—ICE:‘T:EnShIP with a client, reference 3 Import CA Certificate

CA Certificates > Import CA Certificate

& Warning: One or more CA& certi

=" - . To impoert CA certificates, either click Browse to import a certificate file {in PKCS£7 or X509
authenticating. Review the items P ; F ( :

format), or copy the certificate text and paste it in the area provided.

® Certificate file:

C:'Documents and Settings'dGw

Issued to -
() Certificate text:

+ AAL Certificate Services

F AC Raiz Certicamara 5.4

H AQL Time Warner Root C

+ AQL Time Warner Root C

+ AddTrust Class 1 CA Roo

+ AddTrust External CA Ro

AddTrust Public A Root

> AddTrust Qualified CA R

+ America Online Root Ce

+ America Online Root Ce

k3 Autcridad de Certificacior

k3 Baltimore CyberTrust Ro

+ Buypass Class 2 CA 1 Usage

lOo0Oo0oo0ooooodo

+ Buwnaszs Clas=s 3 CA& 1

Specify the connection types the certificate is used to secure.

Authentication server connections (LDAPS)
Web server connections (HTTPS)

Device profiling (End Point Contral)

|  Import 4[ Cancel ]
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3-3 CSRMDAEFRL (Aventail)

IR(C CSR(Certificate Signing Request)DAKZITLNET
SSL Settings 75 SSL certificates M Edit Z:#RUFE T

Certificate Signing Requests @ New Z#20 U w 0%, w/AIHEZIEH T Save Zi#EIR
LFEY.

SONICWALL® | Aventail & Management Console

Security Administration

Access Control
Resources [ SSL Settings |
Users & Groups
User Access
—— SSL certificates
Aventail WorkPlace
Agent Configuration Main appliance certificate (\WorkFlace and other access methods) Edit
End Point Control 192.168.10.41 (self-zsigned)
ST ErT T e valid through: 13 7 2016
General Settings Management console certificate (2AMC)
e g 192.168.0.10 (self-signed)
valid through: 13 7 2016
Virtual hosting certifi rkPlace sites and URL resources
rtual A
SSL Certificates i TR |
. ) reate Certificate Signing Reguest S5L Certificates » Create Certificate Signing Reguest

£
General |I Certificate signing reguests I

Create a CSR for use in obtaining an S5L certificate from a commercial CA.
Manage S5L server certificates used to acce

Certificate information
Certficate signing requests ————

ok New | =
P
[l 1Issuedto

The information below will be stored in the CSR and used in your S5L certificate.

Fully gualified domain name: *
srwl.jp

Crganizational unit:

Crganization: *

Locality:

State: *
.. . Uk‘r'o NO abbreviauons.

[Fully qualified domain name]] &

Country: *

)

° SI‘IW|.]p Key length:
2048 bits v

[Organization]

+ SonicWALL.Inc
[State)

- Tokyo
[Country]
. JP
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CSRMEMETNDDTIRNTOXFHZIE—L OK ZERLE T,
OE—UZ CSR ZFF R MRED DI, THFAMIT7AILICLET.

Certificate Signing Request S5L Certificates = Certificate Signing Request

Your CSR was successfully created. The information contained in the CSR is:

Host name: =nwl.jp

Created: FriJul 15 15:55:34 ST 2011
Organization unit: Unknown

Organization: SonicWALL.inc

Locale: Unknown

State: Tokyo

Country: I

Key length: 2048

Send the following CSR to your commercial CA. This is usually done by copying it and pasting it
inta & form on the CA's web site. See the Help for other options.

ﬂ——BEEIr\ NEW CERTIFICATE REQUEST----- —
MIIC JDCCAXICAGAWRZ ELMAKGALUEBRMC ST AXD JAMBGNVEAQTEVR VA TWMRYWFAYDVIQKEWLTRZE 2
Y1dETEWUAWS JMRAWD gYDVQADEWdZ bndsLmpwMIIEIjANEgkhki GIW0BAQEF AAOCAQSAMIIBCQKC
AQEApQpxkULOERS+I4xzVv2C5q)9+Fhor bk+hvAO11CmHQMKp44TO0OCTEBAECVKPENIMP /S 2565mFZD
XmHRPOYTKIJKF 1z 3GSRKEVOWZ SMZ 07 7 J4a27P05965041 paC4Z 1 20ueXyYeZpNjRABL X 3vXZ +4wIM
YTRIThpps p7LCHEUMLITPh/c6SEFMOarss,/ 9xXG4IPTFUZ XY EObBIZ jme /SPrepBarhok1smivEanL
1ZhidnLosTHzmT+hX0uwo335F620r ukephop? xer UZc4T1 5K /nSLeLwWnvdx T thXubT8sQroxduUrXE
FIUQFVCHISPOIXI1Y4QWEUYRAXZ +NVPXHODKC s T+NQIDAQABOAAWDOY JKOZINVCNAQEEEQADQQER
AAVKMEMChUST ahI3i AR YEnCGOe0XYEqzwhMEUS AT T+E35+020500C 22FMknwI jhivizwr swwsol+
WZAAdNAKONIThUweu27 oXCF40b45tz Iq0LWo30P422 7D pEAS P+KFIeveliGlzgo4/aHpxAZ HF 61 8BNS
FQOFKWCPGMa7 012vMvXT1BACY+HGIFRPS0QOIL 2p6eTDWHEZWNLGAEr CENHD PP 38T S0KK IR L NAmTmm j

Ok _| L Copy
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3-4 RS 77> NEBRE D1 > A b—)L (NetAttest EPS)

NetAttest EPS OEREMIFFIAZE T —EXAXR—Z(CTFIERALFET,
BIEEMIEIAEY —EXR—>D URL (Z Thttp://192.168.2.1/certsrva/l TY,
SERAEEREEIRL, EROIEKREE T OK ZHULET,

TN, FIAENFEITNDIDTHA VA M—ILZERLUET,

= naeps.snwl_jp

B CATHE

m AT N—F

- w57 ERE

= B ERCHTD
mH A

FIERIRE

ThEKHH &
SitE (dH&R)
EE

E-mail 7 Fl- 2

B naeps.snwl_jp

= CAlHE

m H9O—F B
[

= SO

= naeps.snwl._jp afEAE 1 22—l
= cAtEdE

= 50,0—F

L] SEBRE:

= GFEAE RS 12,

VBScript

R VAR-LENELE.
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3-5 U —/\—SIIAEEBRERDZ{T (NetAttest EPS)

BT H)LiEAEZEIRLE T,
Aventail TRITURLTZP)LAEAEZERL. OK ZHULFET,
SERAEESR—TO7 7 1 )LOEREE ¢ WEB B —/\—SIAEZ#IRLE T,

= naeps.snwl_jp sFEAE 1 22—l
= CATHIE
m H0-—F
u

= GEUAE R
T3 hsitHE ORI

b%‘;ﬁ&b'&%é Wieh 4 FTIE, ID SRBEEENTOES. S

sSFEHE R O 7 1 JORIR

o Fim
WEREEEEGENIEEES  SonicWALL. nc. ]

[ StsmiEmRM). | [ SERREOFET
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FRKDVEREIE D PKCS#10 T 7 A )UIC K BDIEAZTERZERUE T,
R(CSENS Aventail NSERRSNTZ CSR ZD DIFTZTFA NI 7 A IL7ZEIRUE
g_o

WEBY —)3 —SIAH

BHI(E)

@& B v
FFEREE
ThEEHE
=E (ERE
BEE
E-mail 7 FL- X

FUining

I_‘.‘.
IIIIIIIHI

WEBY —1 SIS

FHin ()

ey

EELLY v

thECHTH %

B EEE)
I FEiTAT 8%

BEE
EFETLE ., E-mail7 FL» 2
EREFIFHITEL . I RLE

e

=

C-\Documents and Settings\sawano\T 25+ \SanicWW4

K LR id 1
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3-6 U —/\—5EBAZE DFIT (NetAttest EPS)

CABER—Z(CTF7ILEALFET,

CA EIER—=D URL (& Thttp://192.168.2.1:2181/caadmin/] T9,
EREEZERT DL, SR —mEIFEIRAZEY —EAR—Hh5ER=NTZ

WEB B —/\—SEFAENRRSNTVDIDT, ERICF TV IZANFEITZERLFET.

- thedn=3F 'OSGERE v 0242

= naeps.snwl.jp
m natEl
u
= REER
= CRLET
= SEERERRAN E: 3 =4t Q8§ s 2 BEEE
2011/07/15 16:08-16 u JEB ™ — i —3F8R (unknown) CN=snwl jp,O=SonicWALL inc ST a2

i REOART v Sk

5 [ Bl s EoH e | <

Copyright © 2004-2010, Soliton Systerms KK, All rights reserved.

i ol e 8
| EiFA7 B2

ER#TLEL.

IFOEROFE TEREL T,
LIS TS OGRS D J DL T TS,
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3-7 B—/)\—SBAE DS > O— R (NetAttest EPS)

BESEEMITIASEY—EAR—J(CT7IEAULET,
BIEEMIEIAEY —EXR—>D URL (Z Thttp://192.168.2.1/certsrva/l TY,
SEBAZDOMERZIEIRT D ERENFITICIRD TVWEIDT, 1A M —JLZBIRUET .

(" Fhed—9 |t EGH
B naeps.snwl jp SRR

" CAlTIE
¥ O—F L a1

[ ETET T fry ] i HER 2027 1) EEEAE A B 229
T

z‘mﬁ 3 WEB TS (ulown) CN=snwilip,O=SonicWALL inc,ST-L A AF—I | oo—F |

Copyright © 2004-2010, Sofiton Systems KK., All rights reserved.

I hodonn-—F - tXairhES
D7 NERKH. FEQFRFLE TN

e EBT nausercert-pemcer
= faxE Aol TSHRE
FST o

[ mo | [ me | [ &tk ]

J-.,

= T e AT ST, D e CLOREERIL T — 2
o ‘9’FI B ENE T, B SRET Ehl dE Sl COUT IR
RALVEDIRTF LED LGOTEED, EREPEDIREE
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3-8 B—/\—SAE D > 7R— b (Aventail)

Aventail Management Console (COJ-1> U9,

SSL Settings h'5 Edit—Certificate Signing Requests ZiEIRU. EDHFD [snwl.j
pl @ Process CSR response ZiEIRUFE T,

SONICWALL> | Aventail & Management Console

Security Administration
Access Control

Rescurces m|

Users & Groups

User Access

Realms SSL certificates

Aventail WeorkPlace

Agent Configuration Main appliance certificate (WorkFlace and other access methods) Edit
End Point Control 192.168.10.41 (self-signed)
System Configuration valid through: 13 7 2016
General Settings Management console certificate (aMC)
etk cottiog 192.168.0.10 (self-signed)
SSL Settings valid through: 13 7 2016
NIRRT EE Virtual hosting certificates for WorkPlace sites and URL resources
Services /A
Virtual Assist CA certificates
Maintenance
Monitoring Edit

177 certificates
User Sessions .

System Status
Logging
Troubleshooting

SSL Certificates 55L Settings = S5L Certificates

General | | Certificate signing requests

Manage S5L =erver certificates used to access WorkFlace and AMC,

Certficate signing requests

| ab New | # Delete |
[] Issuedto

Creation date

[] =nwlip 15 7 2011 Froceszs TSR responss
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N

ZBRLFET. INTH—/N—FAEDOA>R—MNITT T,

SHBRAS > 'S NetAttest EPS 545> 0O0— RUEY—/\—SBAZEHEEIRL. Save

Import CSR Certificate S5L Certificates = Import CSR Certificate

Import a certificate from a commercial certificate authority (C&). To import a certificate, either
click Browse to import a certificate file (in PECS£7 or X309 format), or copy the certificate text

and paste it in the area provided. Include the --BEGIN CERTIFICATE-- and --EMD CERTIFICATE--
banners.

() Certificate text:

[ Save J Cancel ]
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3-9 SEEAZEMEIR (Aventail)

SSL Settings M5 Edit—>General Z3#R U . Certificate usage d WorkPlace/access
methods @ Certificate Z#ERLUFE T

SONICWALLY | Aventail & Management Console

Security Administration
Access Control
Resources

Users & Groups

User Access
Realms

Aventail WorkPlace
Agent Configuration
End Point Control

System Configuration
General Settings

SEL Settings

uthentcaticn SErvers

Services
Virtual Assist
Maintenance

Monitoring

User Sessions
System Status
Logging
Troubleshooting

SSL Settings |

SSL certificates

Main appliance certificate (WcrkFlace and cther access methods) Edit
152.168.10.41 (=elf-signed)
valid through: 13 7 2018
Management console certificate (AMC)
152.168.0.10 (=elf-zigned)
valid through: 13 7 2018
Virtual hosting certificates for WorkPlace sites and URL resources
N/A
CA certificates
Edit

177 certificates

é‘b SSL encryption

SSL Certificates

551 Settings > 5L Certificates

General /| Certificate signing reguests

Manage S5L server certificates used to access WorkPlace and AMC.

Certificates

| I5,]3 Mew | 3 Delete | =» Export |

+ Issued to

I

H | enwl.jp

H | 192.168.0.10
4 | 192.168.10.41

Valid through -
13 7 2016
13 7 2016
14 7 2012

Certificate usage

Hosts
192.168.10.41:
AMC
192.168.10.41:
WorkPlace/access
methods

Certificate ﬂ
152.168.0.1

f=]

192.168.10.41

[

RNR—IN
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TNAADUAZ =512 MR— ~NUTZEREZERL. OK &2 LE T,
PAECHREBAZEDEIR(F5E T T,

SSL Certificates S5L Settings = 551 Certificates

General | Certificate signing reguests

Manage S50 server certificates used to access WorkPlace and AMC,

Certificates
| H,}:I Mew | X Delete | = Export |
+ Issued to Valid through -
1l | 192.1635.0.10 13 7 2016
1 | 192.168.10.41 13 7 2016
1 | =nwl.jp 14 7 2012

Certificate usage

Hosts Certificate i‘

].':'12;1;153.10--11: 192.168.0.10

192.168.10.41; [T —
I:';';';I:’Il:ELELEE_-'EIEEEEE Gk Cancel
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4 Aventail DEREIESTE

4-1 Aventail DB TEDRIN

REDIRN

1. FREEY—/\—D%E(RADIUS)
2. FREEH—/\—D%TE(PKI)

3. Realm MiENN

-29 - 2011/09/05



4-2

Szliton

SREFH — ) \—DEE(RADIUS)

eI —)\—(RADIUS) D& EZITLE T,
Authentication Servers 5 New Z&EIRUE T,
RIC New Authentication Server BIEIC Figi%E®. Continue ZEIRUFE T,

RIC Configure Authentication Server [EH T FiCaER. Save ZiEIRULFE T,

SONICWALL> | Aventail &8 Management Console

Security Administration
Access Control
Resources

Users & Groups

User Access
Realms

Aventail WorkPlace
Agent Configuration
End Point Control

System Configuration
General Settings
Network Settings

=TT -ty

| Authentication Servers

E:: ] Authentication servers

@ Other servers

RADIUS Accounting

Sends account

T g

New...

T
=]
=}

rposes.

Authentication Servers E Mo
Services MSA
L 1 Lo

Hew Authentication Server Authentication Servers > New Auti

Configure Authentication Server Authentication Servers > Configure Authentication Server

Choose the protocol used to access your user store, and specify how users will auth
Click Continue to configure the authentication server.

User store

Choose the directory type or authentication methed:

Authentication directory
Microsoft Active Directory
Microsoft Active Directory Tree

LDAR

RSA Authentication Manager

CO0O®O00C

Public key infrastructure (PKI)

Single sign-on server

(O RSA ClearTrust

Local user storage
) Local users

redential type

Epecify how users will authenticate:
Digital certificate
© Token/SecurId

@ Username/Password

Continue... Cancel

Confi ADIUS server.

‘edential type: Username/FPassword
Mame:*
NetAttest EPS

General

Primary RADIUS server:*
192.168.10.80

Secondary RADIUS server:

Shared secret: *

Match RADIUS groups by:
Mone hd

Retry interval:
seconds

Advanced ¥

m New Authentication Server
[Authentication directory]

- RADIUS

[Credential Typel

- Username/Password

m Configure Authentication Server
[Name]
* NetAttest EPS
[Primary RADIUS Server]
-192.168.1.2
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4-3 FREEY —/)\—DFETE(PKI)

SR — )\ —(PKI) DR EZITLE T,
Authentication Servers "5 New Z&EIRUE T,
RIC New Authentication Server BIEIC Figs¥E®. Continue ZEIRUFE T,

RIC Configure Authentication Server [HH C FiCaER. Save ZiEIRUFE T,

SONICWALL> | Aventail & Management Console

Security Administration
Access Control
(HEEIITEES | Authentication Servers
Users & Groups
User Access — - -
Realms E'_] Authentication servers
Aventail WorkPlace
Agent Configuration ALEnbeaton servers ars | by ares New...
End Point Control _
E‘ Other servers
System Configuration -
General Settings i
Network Settings RADIUS Accounting Edit
. ki Sends accounting information to a RADIUS server fo 0 PUrPOSES. -
[-'-'\uthenticatic:n Servers Enabled:
Services Primary:
Virtual Assist Zecondary
Maintenance
One-Time ds Edit

New Authentication Server

Authentication Servers = New Authenti

Chosse the protacol used to access your user store, and specify how users will authenti
Click Continue to configure the authentication server.

User store

Configure Authentication Server

Authentication Servers > Canfigure Authentication Server

Choose the directory type or authentication methed:

Authentication directory
O Microsoft Active Directory

Configure authentication settings for a certificate server.

[Credential type: Certificate

Name:*
letAttest EPS CA

rus

O Microsoft Active Directory Tree

O Loap

Choose the CA certificate(s] you want to use in establishing a trust relationship with the client
device.

[1 Trust intermediate CAs without verifying the entire chain

certificates

v infrastructire TERT

Trusted CA certificates™

. * ﬂT(A certificates

Continue... |V Cancel

Single sign-on server
© RSA ClearTrust [0 AAs Certificate Services = [0 SonicwaLL. Inc. =
Local user storage [0 AcRafz Certicdmara 5.A.
O Local users AOL Time Warner Root
[l Certification Authority 1
, AOL Time Warner Root
redential type
R | Certification Authority 2
Specify how users will authenticate: i .
[l AddTrust Class 1 CA Root & &
@ Digital certificate
Token/SecurlD
Username/Password GILCATE &)

Save | Cancel

m New Authentication Server
[Authentication directory]

- Public Key Infrastructure(PKI)
[Credential Typel

- Degital certificate

m Configure Authentication Server
[Name]

* NetAttest EPS CA

[All CA certificates]

* SonicWALL.Inc
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P ETE6EY —/(—(RADIUS. PKI)DERE(FTT T .

Resources
Users & Groups

User Access
Realms
Aventail WorkPlace

Authentication Servers |

]

E‘rz- Authentication servers

aton ser

]
]
w

i
m

Agent Configuration - - HNew...
End Point Control )
ﬂetAttest EPS \ dit | Delete
System Configuration Type: RADIUS
G | Setti ) :
Sneral == |lngs Credentials: Username/Password
Metworle Settings
. Uses S5L: MNSA
S5L Settings
Authentication Servers Used by realms: None
Services NetAttest EPS CA dit | Delste
‘-.Hr‘FuaI Assist Type: Certificate
Maintenance . - -
Credentials: Digital Certificate
Monitoring Uses S5L: M/A
User Sessions K Uszed by realms: Mone j
System Status
Logging Ia Other servers
Troubleshooting -
RADIUS Accounting dit
Sends accounting info tion to a RADIUS server for biling purposes. I
Enabled: No
Primary: N/ A
Secandary: N/A
One-Time Passwords Edit
ngle-use passwords via email to de
SMTF enabled: No
SMTF =zerver: /A
S/N: D0401023ECD2 SMTF authentication: Disabled
Version: 10.5,3-052
& 2010 SonicWALL, Inc,
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4-4 Realmian

HEUVT Realm OENZITLNE T,
Realms H'5 click here Zi#IRU. FECDERICEREULE T,
RICEATTFEUY,

SONICWALL> | Aventail B8 Management Console

Security Administration
Access Control
Resources

Realms |
Users & Groups
" " 2 realm references an authentication server and determines which access agents are
Real provisioned to vour users and what end point control restrictions are imposed.
ealms
Aventail WorkPlace Flegze click here td)create the first realm.

Agent Configuration
End Point Control

System Configuration
General Settings
Metworlk Settings

SS5L Settings
Authentication Servers
Services

Virtual Assist
Maintenance

Monitoring

User Sessions
System Status
Legging
Troubleshooting

General | Communities

Configure the general zettings for the realm.

Name:* Description:
soliton

Status: (3 Enabled (O Disabled

Dizplay this realm

Authentication
serwer: NetAttest EPS CA W

Enable RADIUS accounting

Advanced

»

Chained authe

ication

For increased security, you can require users to provide more than one set of credentials in
ticats

Secondary authentication server: | NetAttest EPS

[ Audit username from this server

Forward credentials from this server

[] uUsernames must match

Combine authentication prompts on one screen

Customize authentication server prompts
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NEEREZHFALUED,
A ETT Realm OENIFFT T T,

Aventail € Management Console

SONICWALL>

Security Administration
Access Control
Resources

Users & Groups

User Access

Realms

Aventail WorkPlace
Agent Configuration
End Point Control

System Configuration
General Settings
MNetwork Settings
SSL Settings
Authentication Servers
Services

Wirtual Assist
Maintenance
Monitoring

User Sessions
System Status
Logging
Troubleshooting

A real Yy Pe : 1 ers and wif

*Default realm: | scliton W

Apply or discard pending configuration changes. Depending on your
configuration, applying changes may take a few minutes to restart services,

(5 CAUTION

# Applying changes will restart all services and close all user connections.

" ADply Chanaes, [Discard ] [Cancel ]

3 Web proxy agent

Web only

SONICWALL>

Aventail €8 Management Console

Security Administration
Access Control
Resources
Users & Groups

User Access

Realms

Aventail WorkPlace
Agent Configuration
End Point Control

System Configuration
General Settings
Metwork Settings

S5L Settings
Authentication Servers
Services

Virtual Assist
Maintenance

Monitoring

User Sessions
System Status
Logging
Troubleshooting

ed to your use

apply or discard pending configuration changes, Depending on your
configuration, applving changes may take a few minutes to restart services,

@ Your configuration changes were successfully subritted, ar
EtAttest EFS

Click the following link{s) to log in to WorkPlace and test user access.

Default workPlace site

Web proxy agent
Web only

*Default realm: | sclitcn h' he default realm will be preselected in user lo

['=)
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5 9547 > FPCODSE

5-1 5477~ FPCEREDRIN

HIEDIRN
1. FEAZEDA > R—k
2. FUSLOOHERR
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5-2 SEBAZ D> h— b

NetAttest EPS 545> O— RUEEAEZ 1> /R— hUET,
AETIE, TR BMYT EIREFSINTULS [soliton_08p12] Z1>&SFTILI
wIULET,

FHZOA MR-t T —F

ABAED 2R - DY —FOBd4E

it — T, SIBAE. EFBRE{EFEU A, HLUEIERE L
E.I-ET«rlfJ?J‘-bnlﬂﬁélFJ‘[L] —LEd.

EFORMERR - ko TR TN EIEREL, 7 1 — ID ®HEERL. T4
E{wgE L), ST T %Ent—?‘ Rty -4 i
FaahDERES ATOET. SIREA I*“"[I SEORE RN,
SUATLEDRET S,

B THBIZE. [Rad BAwhL TS

SHABDA R ST K X

1R — SIS P -
A —bEB P LEEE LTS [ =l ]

2 (e R

¥ Dacuments and Settines¥ézananc¥ T A0 Lz oliton 08 pl2 E03(R)..

EEGRORETEEIC 1 0T r LS IIRE RIFE T EE T
Perzonal Information Exchange— PEGS #12 (PP P12)
Cryptoeraphic Message Syntax Standard- PKCS #7 SFBRZE ( PYE)
Microsoft LUPIEENEEEREA M7 (55T)

=G | TR BT
__
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Bl e &=l

HAD-F
TN TR IR, S AT - FT{REEN T ELE.

R —MAD - FEA I LTS,
FRATT— PP

o ]

[ S —{ReEEE N (ZTEE o .
AL ERCT D, MEEE I - L TR S U R RN E .

(o —ETOAR - FeTaEl S E M)

D s Pelp Sl — FeeTaRc L,

| <EzE T
NetAttest EPS ([cCT1—Y—SIAEZRTUE
BRICSHEULRE/RAD—RZANDULET,
[JXXD—RK]
S A S\t
- password lA y/\
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SHEALF
EMAE R P, SRS A EEN S AT L DR F.

Windows (ZEFEEE MRS shE RSN, ST REIBFTHISET LN TERT.
(%) EIEREMIEEA 55T, GENNCEIERE R FPERIRE S
O EIBRERFAT RO M FIEE 5P

< Eaig

IEEE

Fptr)l

SEHHFQAS R - PP —F

SEABOA b —k M —F O T

SR DA Lt — b e - FERICTE T LELE.

AMERTEIMEEENELE:
%EEHEIEHER b7 ';J;;{JL*— FrEgIiRESNES

Fs
71 IR C#¥Documents and Settings¥takahashi
< >
[ <Ea® 0§ =7 I Fet |
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5-3 FUELODHERR

SSL VPN SRsEEmE (COJ 1 > HRIZSHERT T T,
T4 EAEDEIR RIx
Faall|

(1—Y—4]
- soliton
[JXXD—R]

- password

FTLEIUTLIE eb 4 FTHL D BB SN TS, SR
1\ FEEHRUTE.

=) FEiTH
SonicWALL. Inc.
MacaCertFequester  SonicWALL. Inc.

SONICWALL> | Aventail WorkPlace

O 12/ TSN

CoHEOS AT, Rk D=0 U =2 DR EL T

I—tf—5- soliton
PATD—F" ssessess

a%>Jk ~NT Fd

SONICWALL> | Aventail WorkPlac

2z A Web = Z—-—isoiton  tryial ks 16:50

Home
=2 ZF 2T BI0E, TS — A OERTE L ET

] Network Explorer
Browse a Windows network containing shared files and folders

AbSF 9k PFLA: COIC URLEFF F9bD =2 T2 LA BEAALE T ~F

-39 - 2011/09/05



S2liton

W L

=ED) hi SETAE
2011/08/02 | 1.0 | #DARAVERL

-40 - 2011/09/05



	1  構成
	1-1 構成図
	1-2 環境
	機器
	1-2-2 認証方式
	1-2-3 ネットワーク設定


	2  NetAttest EPS
	2-1　NetAttest EPS設定の流れ
	2-2　システム初期設定ウィザードの実行
	2-3　サービス初期設定ウィザードの実行
	2-4　RADIUSクライアントの登録
	2-5 認証ユーザーの追加登録
	2-6 ユーザー証明書の発行

	3  証明書の取得とインポート
	3-1 操作の流れ
	3-2 CA証明書のインポート (Aventail)
	3-3 CSRの生成 (Aventail)
	3-4 仮クライアント証明書のインストール (NetAttest EPS)
	3-5 サーバー証明書署名要求の受付 (NetAttest EPS)
	3-6 サーバー証明書の発行 (NetAttest EPS)
	3-7 サーバー証明書のダウンロード (NetAttest EPS)
	3-8 サーバー証明書のインポート (Aventail)
	3-9 証明書の選択 (Aventail)

	4  Aventailの認証設定
	4-1 Aventailの認証設定の流れ
	4-2 認証サーバーの設定(RADIUS)
	4-3 認証サーバーの設定(PKI)
	4-4 Realmの追加

	5 クライアントPCの設定
	5-1 クライアントPC設定の流れ
	5-2 証明書のインポート
	5-3 認証の確認


