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e 1—H—%: super
® J{XTJ—R:sp-admin

[IronWare 08.0.90 AEdDOJ 1 > KFEIH ]

Press Enter key to login

User Access Verification

Please Enter Login Name: super

Please Enter Password: — FTIAILNRDT—R “sp-admin”z%E

User login successful.

User ‘super’ login successful with default password. Please change the password.

Enter the new password for user super : — i) (XD — RE&E
Enter the reconfirm password for user super: «— AR D — REBHE:?R

Password modified successfully for user super

Authentication is enabled in the device for Console/WEB/SSH.
ICX7150-24P Router>enable
ICX7150-24P Router#
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5-1 EAP-PEAP ZB:F

EAP-PEAP FREENSARIN L iz & D OJ Rl

Hm& mZE 7R
Login OK: [user01] (from client RadiusClient01 port 1 cli CC-30-80-32-8B-AF via proxy to
NetAttest EPS virtual server)

Login OK: [user01] (from client RadiusClient01 port 1 cli CC-30-80-32-8B-AF)

EAP-PEAP FREENBRIN LTziZE M ICX 7150-24P @ "show authentication sessions all” (C&X
REHFERDOFRTRM, ICX 7150-24P (CERTE=MJ/="auth-default-vlan 10”(CKD. 52514 VLAN
10 AEIDHTENET,

ICX7150-24P Router# show authentication sessions all

Port MAC IP(v4/v6)  User VLAN Auth Auth ACL Session Age PAE
Addr Addr Name Method State Time State

1/1/1 ¢c30.8032.8baf N/A user01 10 802.1X  Permit None 12 Ena AUTHENTICATED
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EAP-TLS FREEN' A TN L Ttz & DO R Al

‘@&z Oo bl ]
|

NetAttest EPS ’ Login OK: [user01] (from client RadiusClient01 port 1 cli CC-30-80-32-8B-AF) ’

EAP-TLS 523EQaIH U= & @ ICX 7150-24P @ "show authentication sessions all”(C KB EZ50EF
FEERDFRTRH,

ICX7150-24P Router# show authentication sessions all

Port MAC IP(v4/v6) User VLAN Auth Auth ACL Session Age PAE
Addr Addr Name Method State Time State

1/1/1 ¢c30.8032.8baf N/A user01 10 802.1X  Permit None 12 Ena AUTHENTICATED
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B EAP-TLS SR:F+4' 1 7= w47 VLAN(VLAN 2060 LTz &n 0o &Ml

K& Oo &Rl

NetAttest EPS Login OK: [user02] (from client RadiusClient01 port 1 cli CC-30-80-32-8B-AF)

EAP-TLS 2sEN'kIh UT=iB & ICX 7150-24P @ "show authentication sessions all”(C X D E2EiE
FEERP KU VLAN 20 N ZUREEDZRTI

ICX7150-24P Router# show authentication sessions all

Port MAC IP(v4/v6) User VLAN Auth Auth ACL Session Age PAE
Addr Addr Name Method State Time State
1/1/1 ¢c30.8032.8baf N/A user02 20 802.1X  Permit None 8 Ena AUTHENTICATED

B EAP-TLS S5 +4-1 3= w47 VLAN(VLAN 30)556I Uizt a0 &bl

K& OO &R

NetAttest EPS Login OK: [user03] (from client RadiusClient01 port 1 cli CC-30-80-32-8B-AF)

EAP-TLS s2sEQ'kIh UT=iZ & d ICX 7150-24P D "show authentication sessions all”(C X D E250F
FEERP KU VLAN 30 N ZURRED IR

ICX7150-24P Router# show authentication sessions all

Port MAC IP(v4/v6) User VLAN Auth Auth ACL Session Age PAE
Addr Addr Name Method State Time State

1/1/1 ¢c30.8032.8baf N/A user03 30 802.1X  Permit None 6 Ena  AUTHENTICATED
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{+8% L3 A1YF. Ruckus ICX 7150-24P DEZ5E

h— FEEE . DHCP YL —E&%5E

TEROLDICR—- hOFREZLET,

R—K |VLANID RYBK9—D AALYFIPPZRLR (@&

1-5 1 192.168.1.0/255.255.255.0 192.168.1.254
6-9 10 192.168.10.0/255.255.255.0 192.168.10.254
VLAN 10,20,30
10 10,20,30 ,
rS>omR— b
11-14 | 20 192.168.20.0/255.255.255.0 192.168.20.254
17-20 | 30 192.168.30.0/255.255.255.0 192.168.30.254

DHCP UL —8&E(CT, [192.168.1.3] ZHEELFT,
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Ruckus ICX 7150-24P D& 5E

Ruckus ICX 7150-24P DETETT TEDFEEA A —ZZ LU TF(TRULE T . RADIUS 7HD > 5+
>0 BMICL. eth 1/1/1 5 eth 1/1/6 FT 802.1x FREEDFHREZE LEFT . RADIUS H—/(—
BEDOHES —TL v hEE BS{ESNTRRSNET.

1285, eth 1/1/7 "5 eth 1/1/12 FTIC(E MAC 77 RL RERAEDHEZITD TLFET,

ICX7150-24P Router#show running-config
Current configuration:

|

ver 08.0.80dT213

|

stack unit 1

module 1 icx7150-24p-poe-port-management-module
module 2 icx7150-2-copper-port-2g-module
module 3 icx7150-4-sfp-plus-port-40g-module
!

~EE~

!

vlan 1 name DEFAULT-VLAN by port

no untagged ethe 1/1/1 to 1/1/12

!

vlan 10 by port

tagged ethe 1/1/24

router-interface ve 10

|

vlan 20 by port

tagged ethe 1/1/24

!

vlan 30 by port

tagged ethe 1/1/24

!

~B&~
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authentication

auth-default-vlan 10
max-sessions 1024
re-authentication
dotlx enable
dotlx enable ethe 1/1/1 to 1/1/6
dotlx port-control auto ethe 1/1/1 to 1/1/6
mac-authentication enable
mac-authentication enable ethe 1/1/7 to 1/1/12
|
|
aaa authentication dotlx default radius
aaa accounting dotlx default start-stop radius
aaa accounting mac-auth default start-stop radius
ip route 0.0.0.0/0 192.168.10.254
!
radius-server host 192.168.1.2 auth-port 1812 acct-port 1813 default key 2 $LW5kVW5v dotix
mac-auth no-login
!
~BE~
1
interface ve 10

ip address 192.168.10.1 255.255.255.0
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