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WebUI (CC Setup Wizard ZRtad D(C(E. @7/ IP 7 RL-X (192.168.2.102/24 &) =%
TE LTz PC %Z SmartZone 124 MR— b 1 A#E#t L. SmartZone 124 O&ERZEANFE Y,
SmartZone 124 HEENLZS. EEM PCD Web IS5 D5 LD, 0> bO—5—DFIAILKIP
7 RLZ (https://192.168.2.2:8443) N7t A L. Setup Wizard ZFiELEY .

% Ruchkus
e vy s

i 0 O Pars
bt O e

ool o eS| g
=

<f5ll> PC E%7E: 192.168.2.102/24

3-2-1 Port Configuration
COFIT(E. TOne Port Group] Z#ERUET,

Setup Wizard - SmartZone 100 o = 1 o0

Port Configuration

Please select logical interface configuration.
IP Setting
(® One Port Group

Management and AP Tunnel Traffic combined
Cluster Information ) Two Port Group

Port Group 1: Management & AP Control
Port Group 2: AP Tunnel Data
Administrator

P —— - -I
Confirmation l 1 . 4 J

Configuration

EHE \n‘s

Port Configuration ‘ One Port Group
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3—2-2 IP Setting

2> hO-5—DEERIP V7 RLAZRELET, FIIL—TCTF7TA>ENIZIP 7 RLR%ZH
EUTLESV, 138, sRERBRE(L IP DIRBHRSIADETIDT, PCOIP 7 RLRAZRY KD
—OICBURET RUANZEBELTLZE,

Setup Wizard - SmartZone 100

version: 5.1.0.0.496 | Upgrade |

Port Configuration IP Setting

Select how you want the SmartZone 100 to obtain its IPv4 (and IPvé, if supported on your network) IP address settings. To obtain an IP address automatically using DHCP, click
“DHCP” for IPv4 or “Auto Configuration” for IPv6. To specify an IP address, click “Static” and then type the IP address settings in “IP Address,” “Netmask,” and “Gateway.” An
asterisk () indicates required information.

Cluster Information IP Version Support @ |pv4 only / IPv4 and IPv6e
Administrator “ Management/AP Tunnel Traffic ‘
IPv4

Confirmation R R
® static . DHCP

Configuration IP Address *
Netmask * | 255.255.255.0
—

Primary DNS Server | 192.168.1.254
Secondary DNS Server | 1Pv4 Secondary DNS

HE \ I

IP Version Support IPv4 only
IPv4

- Static / DHCP Static

- IP Address 192.168.1.1

- Netmask 255.255.255.0
- Gateway 192.168.1.254
Primary DNS Server 192.168.1.254

12
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3-2-3 Cluster Information

Bk, ISR CHERBRZANDLUET,

e SmartZone Cluster Setting: New Cluster Z3i&iR

e Cluster Name: U5 X454
e Controller Name: > hO—5—%

e NTP Server: BHi9 3 NTP U —/\—%IEE

Setup Wizard - SmartZone 100

version: 5.1.0.0.496 | Upgrade J

Port Configuration Cluster Information

SZ Cluster Setting: | New Cluster v
Chater formasion S

Controller Description: ‘ sz100

IP Setting

Administrator

Defaut Caunty Code:
Confirmation
NTP Server: | ntp.ruckuswireless.com

. . AP Conversion ¥ Convert ZoneDirector APs in factory settings to SmartZone 100 APs automatically
Configuration

[ 1s this controller behi
EE fE |

SZ Cluster Setting New Cluster

Cluster Name soliton

Controller Name sz100

Controller Description sz100

Default Country Code Japan

NTP Server ntp.ruckuswireless.com

AP Convention Convert ZoneDirector APs -

3-2-4 Administrator
S2AFLADOEE) (A T— REZEL TS,

Setup Wizard - SmartZone 100

version: 5.1.0.0.4% | Upgrade )

Port Configuration Administrator
Enter Admin's password and password that permits administrative access to the Web interface. (Use this information to log into the Web interface after this setup is complete,
IP Setting to further configure your new wireless network.
Admin Pssword
Cluster Information Confirm Password * _

Enter CLI enable password and password that provides advance command

Erable Pasword soveee |
N e —

Administrator

Confirmation

Configuration

13
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3-2-5 Confirmation

RTEANBOHERBEENRRSN. [Finish] £20Uw 033 ETIRFTALY M7V IHRIES
NnNE9., ty hPVITTETCOERE 20 DIZETYI, LY NPV ITRTHE., K(HELUCEES
JXRD—RzZHEWTOTJA>UTFEL,

I ruckus™ Setup Wizard - SmartZone 100

version: 5.1.0.0.4%6 Upgrade

Port Configuration Confirmation

Please review the following settings. If changes need to be made, click Back to edit your settings. If the settings are ready for use, click Finish.

IP Setting
Cluster Name soliton
. Protocol Type TCP
Cluster Information AP IP Mode 1PV4
Management IP Management/AP Tunnel Traffic: Manual 192.168.1.1
Administrator Default Country Code JP

System time will be automatically set.
System Time Your current system time is
( 201%-03-04 09:58:21 Epoch : 1551661101 )
System Time Zone (GMT +09:00) Asia/Tokyo
The field is enly for UTC time calculation. Mot 57 timezone settings

Configuration * After completing the setup wizard, please check the Ruckus Wireless Support Web site for the latest software updates.

Restore from Config Backup: | 77 JLEER BERENTUVEEA

Wireless

14
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802.1x FBEF&1TS/=8(C. NetAttest EPS (RADIUS H—/\—) OBFEEITLNET,
WebUI &D. [Services & Profiles]-[Authentication]Z3i#R L. [Proxy (SZ Authenticator) ]
ATJ(CT [Create] #OJUYOUEY,

Mon-Proxy (AP Authenticator) Proxy (SZ Authenticator)

£ search table | Q <

Name & Friendly Mame Protocol Description Last Modified On Last Modified By -I}
Guest N/A GUEST N/A 2019/03/04 10:14:55 N/A
Local Database N/A LOCAL_DB N/A 2019/03/04 10:14:55 N/A

2records « 1

FARVERVBIE (CC. RADIUS B—/)\—%&. 5855, RADIUS B—/\—® IP Address EHB> —
ILw bhZEABL. [OK] 20Uy IULFET,

* Name: | RADIUS ‘

Friendly Name: | ‘

Description: | ‘

* Service Protocol: (@) RADIUS () Active Directory () LDAP
—— RADIUS Service Options

RFC 5580 Out of Band Location

OFF
— (Y& Enable for Ruckus AP Only

Primary Server v

* 1P Address: | 192.168.1.2

* Port: | 1812 |
* Shared Secret: | ------ |
* Confirm Secret: | ------ |
Secondary Server v
Backup RADIUS: Enable Secondary Server IEE {E
Name RADIUS
Service Protocol RADIUS

Primary Server

) - IP Address 192.168.1.2
Health Check Policy
- Port 1812
- Shared Secret / Confirm Secret secret

15
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3-4 WLAN %7

WLAN E%ETIl&. lSolitonLabl &ULYS WPA2-EAP-AES @ SSID Z ¥ R{ERR LZE T,
WebUI &D. Wireless LANs Zi&R L/, [Default Zone] Z=i#IRU. [+Create] =2 Jw 2 LT
WLAN DFTFRERRZEITWVNE T,

Wireless LANS View Mode: List Group

System » Default Zone

+[2 1@ e | ]| ¢|[# cone ] 2 core @ e [ o [ e - P P

Hame & Alerts SSID Auth Method Encryption Method = Clients Traffi| ﬁ-
— U System
i Default Zone

General Options v

* Name: | SolitonLab |

* 5SID: | solitonLab |

Description: | |
* Lone: ‘ Default Zone v ‘
* WLAN Group: | default v | +
Authentication Options v
* Authentication Type: (@) Standard usage (For most regular () Hotspot (WISPr) () Guest Access () Web Authentication
wireless networks)
() Hotspot 2.0 Access () Hotspot 2.0 Onboarding (_) WeChat

* Method: () Open (@) 802.1X EAP () MAC Address () B02.1X EAP & MAC

EE \ I

General Options

- Name SolitonLab

- SSID SolitonLab

Authentication Option

- Authentication Type Standard usage

- Method 802.1X EAP

16
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Encryption Options v

* Method: (@) WPAZ (O) WPA-Mixed () WEP-64 (40 bits) () WEP-128 (104 bits) () None
* Algorithm: (@) AES () AUTO

802.11r Fast Roaming:

* 802.11w MFP: (@) Disabled () Capable () Required

Data Plane Options v

[71 Access Network: . sl Tunnel WLAN traffic through Ruckus GRE

Authentication & Accounting Server v

* Authentication Server: m Use the Controller as Proxy
RADIUS v |[+]#]

RFC 5580 Location Delivery Support: Requires that Authentication Service be set to Use the controller as a proxy’

Accounting Server: Use the Controller as Proxy

Disable v ||£| &

EE 8
Encryption Options

- Method WPA2

- Algorithm AES

Authentication & Accounting Server

- Authentication Server Use the Controller as Proxy

RADIUS

17
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3-5 WLAN Group & AP Group

FolCHERR LTz WLAN ZJJL—F (Default) %&. AP J)L—F(CEIHTE I . TIHBHEIFORE Tl
Default @ AP J)L—THEfgenTHD. ZDOHFITI(E Default DI IL—T=FIFAT Dizsb. FET
DEIDHTIFAETT, BLU. FrRIUEERE(IE 20MHz ZRELF T,

WebUI & [Access Points] Zi&ERU. [AG] default Z#IRL. $MENY—IIDRELITUE
ER

Access Points (0) oonine 0Flagged 0 Offiine ViewMode: List | Group | Mesh Map  Zone
System » Default Zone » default

Ea ¥ | More 2| € | | ¢ Configure | 5 Move | ] Delete | More ¥ search table ‘Q ol&

MAC Address a AP Hame Status Alarm IP Address Total Traffic (1hr) Clients Late 'ﬂ'

- B system

— BN Default Zone
AG |default

2.4GHz/5GHz (Z Channelization Z ON (CUL. Override (C 20 ZIEEULFE T,

Configuration |

— Radio bigin (2.4 GHz)
Channelization: O'-.rerride 20 v

Auto Cell Sizing: .DFF Cwverride

TX Power: ([ Qg Override

WLAN Group: .DFF Override

— Radio a/n/ac (5 GHz)
Channelization: O'-.rerride 20 v

Channel: Indoor: Gverride

Auto Cell Sizing: .DFF Override

TX Power: .DFF Crverride

WLAN Group: [ e Override IRH ‘{E

Radio 2.4GHz/5GHz

- Channelization ON

- Override 20

18
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Ruckus AP #' SmartZone > bO—S—ZRREIDCEFATDOHEENH D, —aM(C(E [IP
subnet broadcast] (& [AP Static Configuration] OWINHMHIALNSNDZEMNSNTT,

IP subnet broadcast

DHCP Option 43 sub-option 3
DHCPv6 Option 17 sub-option 3
DHCPv6 Option 52

DNS entry named "zonedirector.<local domain>"

AP Static Configuration

[TP subnet broadcast] (&. Ruckus Standalone AP & SmartZone 1> hO—>—&RAUEYD
A NIE#HT D& B A MDD SmartZone 1> hO—S—%=BHEHCT« XH/NU L. BU
IN==3>AFPwvTJL—REN, SmartZone 1> bO—S—DEET E/RDHETY,
CDRFa1 A NTIE. TAP Static Configuration] MFFEICTEDFET,

Standalone AP MOTIGHERFIFEIR IP Z DHCP TEYSLE I M. BUS TERN > EIBZS(ICFR
FM(CIP 7 RL- X 192.168.0.1/24 #BB(CEIDHTTEHUET,
SRTEZITD PC (CHEENAR IP 77 RLAZFRTE(H: 192.168.0.100/24) L. Web TS OHZiiEE L.
192.168.0.1 NIEHELET, OJ1>1—H—ID//\AD—RIFTFEEDEDTY,

® User Name: super

® Password: sp-admin

“

192.168.0.1/24
super/sp-admin

192.168.0.100/24

19
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= an—1

axX JE

WebUI & D [Administration]-[Management]Zi&R L. 1> bO—S—&BELFE T, &/ (S5 A

—SIUTESE(CL. [Update Settings] #2OUwoULTLIZE0N,

5%:5:5 Administration :: Management
-
Inkermet Hetweark Profile: aas
Local Subnets Telnet Access?
P elnet Access? ! Emabled '® Disabled
Racdio 5G Telnet Port: 23
comn‘ﬁ;urltiun S5H Access? * Enabled Dizabded
L
— S5H Port: 22
Local Subnets
Fadin 2,45 HTTP Access?
e e Enabled Disabled
Ethernet forts HTTP Port: 80
Hotspot
HTTPS Access? ® Erabled Disabied
Maintenance :
sl HTTPS Port: 443
Retoct / Reset ) o )
Support Infig Certificate Yerification PASSED
Administration
Controller Discovery Agent (LWAPP)? * Enabled DHeabded
Cringrentics SmartCellGateway Agent? * Enabled Disabled
tog Cloud Discovery Agent (FQDM) *® Enabled Dizabled
Set Controller Address (Reboot to take effect] | ® Erablad | Dizablad
Primary Controller Addr: 19216811 |
Lecondary Controller Sddr:
TROES | SHMP Management Chodce
Austo (SHEP and TROET will work together. )
SHMP anly
FlexMaster only
* None
| Update Settings | fessooe peevio seriop
411 = ] B
Set Controller Address (Reboot to take effect) Enable
Primary Controller Addr 192.168.1.1

20
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AP DEIR IP Address Z5%E I BD(C(E. WebUI KD, [Configuration]-[Internet]&i&R L. IP

BEREIEELET .

SRER(C [Update

Settings] Z0Uw I LT EEW, Vv O T <I[CRIR

ENBDT, AP Z AP ZI A NI L T ZELN,

Status Configuration :: Internet
Device

Internet
Local Subnets
Radio 2.4G
Radio 5G

Configuration
Do

HTP Server:

Management VLAN: 1
IPwd Connection Type:

ntp ruckuswireless, com

DHCP | ® Static IP|

{ Meed to reboot for changs to take affect )
PPPE

—Internet Connection Settings

IPvd Address: 192 168.1.11
|_internet |
Lot ] Pvd Subnet Masks 255 256 255.0
Radic 2,45 IPvd Gateway: 192 168.1.254
Radio 5G
E:‘:::‘ e IPV4 DNS Mode - Auto ['® Manual
—IPv DS |P Address Settings
Maintenance IPvd Primary DMS Server: 162 168.1,254
Upgrada
R ! Reset IPvd Secondary DHS Server:
Suppart info
Administration 1Pvé Connection Type: ¥ Auto Configuration @ Static P
Management 1P Primary DHS Server:
) . I
E‘Wms IPv6 Secondary DHS Server: | EE ﬁﬁ |
| | IPv4 Connection Type Static IP
LZTP Connection IPv4 Address 192.168.1.11
L2TP Connection: Enable ™ DO
IPv4 Subnet Mask 255.255.255.0
Update Settin Bggtore prgnious Jetti
| Upcats Settigs | IPv4 Gateway 192.168.1.254
IPv4 DNS Mode Manual
IPv4 Primary DNS Server 192.168.1.254
1IXH. E PCH5S Standalone AP AN SSH#E#HIL. CLI [CTEREITDZEBHEETI,

rkscli: set director ip 192.168.1.1

*x P|ease reboot for this change to take effect
0K

rkscli: reboot

0K

Rkscli:

AP DEH IP Address %& Static TIEE I D(C(F ATDION > KT IP Address. mask. IP Gateway

ZERELET

rkscli:
rkscli: set ipaddr wan 192.168.1.11 255.255.255.0 192.168. 1. 254
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6-1 EAP-TLS ZZ:iF

EAP-TLS FREEN' A TN L Ttz & DO R Al

= \ —
Hm mEgEZRIT
NetAttest EPS Login OK: [user01] (from client RadiusClient01 port 14 cli 40-A3-CC-32-10-A4)
SmartZone 124 MFroOoon&rsngd,
General Configuration Health Traffic =~ Alarm Event = WLANs Services = Administrators = APs A
Y Filter Off | & ‘ search table ‘ Q |
Date and Time w Code Type Severity Activity Q
2019/02/14 11:43:35 204 Client disconnected Informational Client [user01] disconnected from WLAN [SolitonLab] on AP [Ruckus-SZ-AP@EC:8C:A2,
2019/02/14 11:43:31 206 Client authorization success...  Informational Client [user01] of WLAN [SolitonLab] from AP [Ruckus-SZ-AP@EC:8C:A2:16:36:80] was
2019/02/14 11:43:31 202 Client joined Informational Client [user01] joined WLAN [SolitonLab] from AP [Ruckus-SZ-AP@EC:8C:A2:16:36:80]
2019/02/14 11:42:50 204 Client disconnected Informational Client [user01] disconnected from WLAN [S Client [
2019/02/14 11:42:35 206 Client authorization success..  Informational  Client [user01] of WLAN [SolitonLab] from | 45701 )
] joined WLAN [SolitonLab] from AP [Ruckus-SZ-AP@E
2019/02/14 11:42:35 202 Client joined Informational ~ Client [user01] joined WLAN [SolitonLab] i C:8C:A2:16:36:80] on [a/n/ac].
2019/02/14 11:40:41 204 Client disconnected Informational Client [user01] disconnected from WLAN [SolitonLab] on AP [Ruckus-SZ-AP@EC:8C:A2,
2019/02/14 11:40:24 206 Client authorization success...  Informational Client [user01] of WLAN [SolitonLab] from AP [Ruckus-SZ-AP@EC:8C:A2:16:36:80] was

6-2 EAP-PEAP ZEEi

EAP-PEAP FR5EN'RIN U Tzt & D OT Rl

Hm#& OO &R

Login OK: [user01] (from client RadiusClientO1 port 14 cli 40-A3-CC-32-10-A4 via proxy to
NetAttest EPS virtual server)

Login OK: [user01] (from client RadiusClient01 port 14 cli 40-A3-CC-32-10-A4)

SmartZone 124 e EEETY,
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