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(QX-S3109TP/QX-S4009P/QX-S5224GT-4X-PW @)

[ANHfE]

interface Vlan-interfacel

ip address 192.168.1.1 24
quit

radius scheme rsl

primary authentication 192.168.1.2
primary accounting 192.168.1.2
key authentication simple secret

key accounting simple secret
quit

domain local.com

authentication default radius-scheme rsl
authorization default radius-scheme rsl
accounting default radius-scheme rsl
quit

domain default enable local.com
# T4+ FDOEIEE LTRADIUS H—/S—ZFIBELE T,

3-2-2 IEEE802.1x ME%E

IEEE802. 1x BEEAMICL. 1> — T T+ RCRIA— MERELET.
(QX-S3109TP:Ethernet1/0/1, QX-S4009P/QX-55224GT-4X-PW:GigabitEthernet1/0/1)
[AFE]

dotlx
dotlx authentication-method eap

# QX-S3109TP DiF&

interface Ethernet1/0/1

# QX-S4009P/QX-S5224GT-4X-PW Dim&
interface GigabitEthernet1/0/1
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dotlx

dotlx unicast-trigger
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quit
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5. EN{ERERER

SREEAESR(E EPS 0 RADIUS &85E 0. HELUE QX A1 wF DO THERRIEET Y,

5-1 EAP-TLS Z2:f

- EAP-TLS FRENRIN UTcima,. OJ R

Hm miZEZR]
EPS naeps radiusd[8354]: notice 2016/03/02 13:47:28 Login OK: [user01] (from client RadiusClient

port 16781313 cli CC-E1-D5-0D-D6-90)

QX-S3109TP RDS/6/RDS_SUCC:-IfName=GigabitEthernet1/0/1-Vlanld=1-MACAddr=CC:E1:D5:0D:D6:90-I
QX-54009P PAddr=N/A-IPv6Addr=N/A-UserName=userO1@Ilocal.com; User got online successfully.

QX-S5224GT-4X-PW DOT1X/6/DOT1X_LOGIN_SUCC: -IfName=GigabitEthernet1/0/1-
MACAddr=cce1-d50d-d690-VLANID=1-Username=user01;

User passed 802.1X authentication and came online.
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6. (f18%) NEC QX AMYFDHEHR DIV 71T

6—1 NEC QX-S3109TP Switch DX EFE THZDIA—

QX-S3109TP DERIETE TERDFEA A —ZZ U FITRUE T,
RADIUS B—/\—&DEIOHBES —TL v MG, BS{EESNTERRSNET,

[QX-S3109TP]display current-configuration
#
version 5.2.26
#
sysname QX-S3109TP
#
domain default enable local.com
#
telnet server enable
#
dotlx
dotlx authentication-method eap
#
password-recovery enable
#
vlian 1
#
radius scheme system
primary authentication 127.0.0.1 1645
primary accounting 127.0.0.1 1646
user-name-format without-domain
radius scheme rs1
primary authentication 192.168.1.2
primary accounting 192.168.1.2
key authentication cipher $c$3$HOAg6eTbPy9qtgS9XjjhBOAVMYjdyvHoOw==
key accounting cipher $c$3%6gFaixC+X2Zfm4bpD9IHXSEfR1IXRPsfMRA==
#
domain local.com
authentication default radius-scheme rs1
authorization default radius-scheme rs1
accounting default radius-scheme rs1
access-limit disable
state active
idle-cut disable
self-service-url disable
domain system
access-limit disable
state active
idle-cut disable
self-service-url disable
#
user-group system
group-attribute allow-guest
#
interface NULLO
#
interface Vlan-interfacel
ip address 192.168.1.1 255.255.255.0
#
interface Ethernet1/0/1
undo dotlx handshake
undo dotlx multicast-trigger
dotlx
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dotlx unicast-trigger
qiiterface Ethernet1/0/2
ﬁwterfaee Ethernet1/0/3
ﬁwterfaee Ethernet1/0/4
;ib;terface Ethernet1/0/5
qiiterface Ethernet1/0/6
ﬁwterfaee Ethernet1/0/7
ﬁwterfaee Ethernet1/0/8
;ib;terface GigabitEthernet1/0/9
#undo info-center logfile enable
#Ioad xml-configuration
#Ioad tr069-configuration
ﬁser-interface aux 0
user-interface vty 0 15
#
return

6—2 NEC QX-S4009P Switch DEXESE TIEDAA—

QX-S4009P DETETT T RDFREA A —ZZ U TFITRUE T,
RADIUS B —/\—&EDBIDHES —TL v hMEF BSIESNTRRSNE T,

[@X-S4009P]display current-configuration
#
version 5.4.12
#
sysname QX-S4009P
#
irf mac-address persistent timer
irf auto-update enable
irf link-delay 250
#
domain default enable local.com
#
telnet server enable
#
dotlx
dotlx authentication-method eap
#
password-recovery enable
#
vian 1
#
radius scheme rs1
primary authentication 192.168.1.2
primary accounting 192.168.1.2
key authentication cipher $c$3$x0OYZJFDbxjdbRIKOKyrg4u9+5LNsZEL9iA==
key accounting cipher $c$3%2uiPdvgfjTLs4kck5sQyVIwOgNMvN+8jEg==
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#

domain local.com
authentication default radius-scheme rs1
authorization default radius-scheme rsi
accounting default radius-scheme rs1
access-limit disable
state active
idle-cut disable
self-service-url disable

domain system
access-limit disable
state active
idle-cut disable
self-service-url disable

#

user-group system

#

interface NULLO

#

interface Vlan-interfacel
ip address 192.168.1.1 255.255.255.0

#

interface GigabitEthernet1/0/1
undo dotlx handshake
undo dotlx multicast-trigger
dotlx
dotlx unicast-trigger

#

interface GigabitEthernet1/0/2
undo dotlx handshake
undo dotlx multicast-trigger
dotlx unicast-trigger

#

interface GigabitEthernet1/0/3
undo dotlx handshake
undo dotlx multicast-trigger
dotlx unicast-trigger

#

interface GigabitEthernet1/0/4
undo dotlx handshake
undo dotlx multicast-trigger
dotlx unicast-trigger

#

interface GigabitEthernet1/0/5
undo dotlx handshake
undo dotlx multicast-trigger
dotlx unicast-trigger

#

interface GigabitEthernet1/0/6
undo dotlx handshake
undo dotlx multicast-trigger
dotlx unicast-trigger

#

interface GigabitEthernet1/0/7
undo dotlx handshake
undo dotlx multicast-trigger
dotlx unicast-trigger

#

interface GigabitEthernet1/0/8
undo dotlx handshake
undo dotlx multicast-trigger
dotlx unicast-trigger

#

interface GigabitEthernet1/0/9

#
load tr069-configuration
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#

user-interface aux 0
user-interface vty 0 15
#

return

6—3 NEC QX-S5224GT-4X-PW DEER THRDI A=

QX-S5224GT-4X-PW DFETETT T RDREA A —ZZ U T (TRULE T,
RADIUS B—/\—&EDEIOHBE —TL v MG, BS{EESNTERRSNE T,

[QX-S5224GT-4X-PW]display current-configuration
#
version 7.1.12
#
sysname QX-S5224GT-4X-PW
#
undo copyright-info enable
#
irf mac-address persistent timer
irf auto-update enable
irf link-delay 500
irf member 1 priority 1
#
dotlx
dotlx authentication-method eap
#
loopback-detection global enable vlian 1 to 4094
#
password-recovery enable
#
vlan 1
#
interface NULLO
#
interface Vlan-interfacel
ip address 192.168.1.1 255.255.255.0
#
interface GigabitEthernet1/0/1
poe enable
dotlx
undo dotlx handshake
undo dotlx multicast-trigger
dotlx unicast-trigger
#
interface GigabitEthernet1/0/2
poe enable
#
interface GigabitEthernet1/0/3
poe enable
#
interface GigabitEthernet1/0/4
poe enable
#
interface GigabitEthernet1/0/5
poe enable
#
interface GigabitEthernet1/0/6
poe enable
#
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interface GigabitEthernet1/0/7
poe enable

#

interface GigabitEthernet1/0/8
poe enable

#

interface GigabitEthernet1/0/9
poe enable

#

interface GigabitEthernet1/0/10
poe enable

#

interface GigabitEthernet1/0/11
poe enable

#

interface GigabitEthernet1/0/12
poe enable

#

interface GigabitEthernet1/0/13
poe enable

#

interface GigabitEthernet1/0/14
poe enable

#

interface GigabitEthernet1/0/15
poe enable

#

interface GigabitEthernet1/0/16
poe enable

#

interface GigabitEthernet1/0/17
poe enable

#

interface GigabitEthernet1/0/18
poe enable

#

interface GigabitEthernet1/0/19
poe enable

#

interface GigabitEthernet1/0/20
poe enable

#

interface GigabitEthernet1/0/21
poe enable

#

interface GigabitEthernet1/0/22
poe enable

#

interface GigabitEthernet1/0/23
poe enable

#

interface GigabitEthernet1/0/24
poe enable

#

interface Ten-GigabitEthernet1/0/25

#

interface Ten-GigabitEthernet1/0/26

#

interface Ten-GigabitEthernet1/0/27

#

interface Ten-GigabitEthernet1/0/28

#
scheduler logfile size 16

#

line class aux
user-role network-admin
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#
line class vty
user-role network-operator
#
line aux O
user-role network-admin
#
line vty 0 63
user-role network-operator
#
radius scheme rsl
primary authentication 192.168.1.2
primary accounting 192.168.1.2
key authentication cipher $c$3$0vLd3EffbIH2jq95919v9y08uSBtqz2ztw==
key accounting cipher $c$3$9V/1k9aTKYf61lioRV8ePQ1MYzkZ9xE+alQ==
#
radius scheme system
user-name-format without-domain
#
domain local.com
authentication default radius-scheme rsi1
authorization default radius-scheme rs1
accounting default radius-scheme rs1
#
domain system
#
domain default enable local.com
#
role name level-0
description Predefined level-0 role
#
role name level-1
description Predefined level-1 role
#
role name level-2
description Predefined level-2 role
#
role name level-3
description Predefined level-3 role
#
role name level-4
description Predefined level-4 role
#
role name level-5
description Predefined level-5 role
#
role name level-6
description Predefined level-6 role
#
role name level-7
description Predefined level-7 role
#
role name level-8
description Predefined level-8 role
#
role name level-9
description Predefined level-9 role
#
role name level-10
description Predefined level-10 role
#
role name level-11
description Predefined level-11 role
#
role name level-12
description Predefined level-12 role

-22- 2016/03/11



S2liton

#
role name level-13
description Predefined level-13 role
#
role name level-14
description Predefined level-14 role
#
user-group system
#
return
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