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3. SubGate(SG2220G)DEL 5E

SubGate(SG2220G) (FHHALIRRE T A ENE I, BIE IP 7 RL RAIFEHE L TLVRL S,
EA)DERTE (& CONSOLE 51TULVE T,
1. VLAN DERK
2. IP7RLRRRERY NDT—TRE
3. dotlx BIEE%TE (global)
4. radius server %7€
5. REEmAD Interface 5% (dot1x)
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3-1 VLAN D{ERK

- vlan range <VLAN-ID#1, VLAN-ID#2, VLAN-ID:-- > bridge 1
//VLAN YEB%. VLAN 10 (IERFERDEETE. 20 (& dynamic-vian E|DHTH

- switchport trunk allowed vlan add <VLAN-ID>

//L3 A1 wF 3R DIes. gel9 (T trunk port SREZE E 10,20 % tag vian TENN
X BEIRIEORTE— RBITREONV Y RICDWTIESRBBZEBEIE CTUVEEEET,
FEHA(L SubGate D use manual ZCE&B S0,

SG2220G>enable

SG2220G#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SG2220G(config)#

SG2220G(config)#vlan database

SG2220G(config-vlan)#

S5G2220G(config-vlan)#vlan range 10,20 bridge 1
SG2220G(config-vlan)#exit

SG2220G(config)#

SG2220G(config)#interface gel9

SG2220G(config-if)#

SG2220G(config-if)#switchport trunk allowed vlan add 10,20
SG2220G(config-if) #
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3-2 XYFI-DRTE

- ip address <IP J7 RL-X/Subnet>
//SubGate @ IP 77 RL A& &7E

- ip route 0.0.0.0/0 <default gateway IP 77 KL X >

//default route 18E

SG2220G#configure terminal

SG2220G(config)#

SG2220G(config)#interface vlan1.10
SG2220G(config-if) #

SG2220G(config-if)#ip address 192.168.10.1/24
SG2220G(config-if)#

SG2220G(config-if) #exit

SG2220G(config)#

SG2220G(config)#ip route 0.0.0.0/0 192.168.10.254
SG2220G(config)#

3-3 dot1x BE:&EE% 7E (global)

- dotlx system-auth-ctrl
//SubGate T dotlx :R:#kae =Bz

- dotlx vlan-notification
//dotlx FREEZITDIHGE. %= VLAN [BHREIEmX

SG2220G(config)#
SG2220G(config)#dot1x system-auth-ctrl
SG2220G(config)#
SG2220G(config)#dot1x vlan-notification
SG2220G(config)#
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3-4 RADIUS H—/\—E&%7%E

- radius-server host 192.168.1.2 auth-port 1812 key *****x*** timeout 1 retransmit 3
mode dotl1x
//radius B —/{—(192.168.1.2)/\ dotl1x FRFEDE L \EDE % secret key(Secret#01)TITD
//timeout (FREXETOHFREFRE(1 ). BULEHE(E 3 BIET

SG2220G(config)#
SG2220G(config)#radius-server host 192.168.1.2 auth-port 1812 key ********* timeout
1 retransmit 3 mode dot1x

SG2220G(config)#

3-5 EREFimAR D Interface % 5E(dot1x)

- interface — R T dotlx port-control auto Zs%E(EAP-PEAP, EAP-TLS 72 EXHIE)

SG2220G(config)#interface range gel-16

% gel-16 Selected
SG2220G(config-if-range)#dot1x port-control auto
% gel-16 Selected
SG2220G(config-if-range) #exit

SG2220G(config)#

» FAFZ w2 VLAN 5&TE GREERRINIC K B/R— bR EBRFICIEE L2 VLAN ([CEIDHTD)

SG2220G(config)#interface gel
SG2220G(config-if)#

SG2220G(config-if)#dot1x extension dynamic-vlan
SG2220G(config-if)#

SG2220G(config-if) #exit

SG2220G(config)#
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4.Windows 10 DS A 7> NSE

4-2-2 TNV FERTE

Windows Z#H5 U H> N T TLS DETE

ZITWET,

X AERTEZITDOAIIC [Wired AutoConfig] H—EXNEEHETNTVNDZ EZETHR T =0\
[ =By bT0O/\F 1] D R I9THhBUTOEEZITVNETD,

U 1-4xvr070/(71

Foho-7 BE  #£%

Z0A-4xyb PITI-CRARHDFINI-T PIEAERETIC
3. Z0AT3VEBRUTREE.

] IE€E 802.1X EEEHATIN)

FyhI-I0BRSEORRM):

FTATOL-H—-OEERETEIRTI(D)

1203 bI-HICH TR H1 AL TEHTE(S)
® 1t DV ADERMICEITTE(E)
I1-H- DEADERICETIAF)
BARFSIE (F#(m): 10 z|
o TN A A RICEINOS PO DR RES R T3(L)

ZOFyI—4TI}, T2 — -1~ - OREELCRAOEE
LAN ZERTS(V)
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Microsoft: A~ — b H— R
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[] Microsoft Root Certificate Authority 2010 ~
[] Microsoft Root Certificate Authority 2011

TestCA

[] thawte Primary Root CA

[] Thawte Timestamping CA

[] UTN - DATACorp SGC

[] UTN-USERFirst-Object

[] eriSign Class 3 Public Primary Certification Authority - G5
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Szliton 5 B)ERERIEE
5. BIMERERERER

5-1 EAP-PEAP Z2:iF

EAP-PEAP FREENSARIN L iz & D OJ Rl

e O %R

Login OK: [user01] (from client RadiusClientO1 port 5003 cli cc-30-80-32-8b-af via proxy
NetAttest EPS to virtual server)

Login OK: [user01] (from client RadiusClientO1 port 5003 cli cc-30-80-32-8b-af)

SubGate(SG2220G) 802.1X: Authentication OK from ge3 mac(cc30.8032.8baf) username(user01)

SG2220G#show dotlx brief

por t instance port-status auth supplicant supplicant  successful
type address name auth-Type

gel Master Unauthorized Port
ge? Master Unauthorized Port
ge3d Master Authorized Port ¢c30.8032.8baf  userO1
ged Master Unauthorized Port
geb Master Unauthorized Port
geb Master Unauthorized Port
ge’ Master Unauthorized Port
ge8 Master Unauthorized Port
ge9 Master Unauthorized Port
ge10 Master Unauthorized Port

- LU T8
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S2liton

5. E)FRESDHER

5-2 EAP-TLS Z2iE
EAP-TLS RN R IN U TeimE O =orpl
Ko OO0 &Rl
NetAttest EPS Login OK: [user02] (from client RadiusClient01 port 5003 cli cc-30-80-32-8b-af)
SubGate(SG2220G) 802.1X: Authentication OK from ge3 mac(cc30.8032.8baf) username(user01)

SG2220G#show dotlx brief

port instance port-status auth supplicant supplicant  successful
type address name auth-Type

gel Master Unauthorized Port

ge? Master Unauthorized Port

ge3 Master Authorized Port ¢c30.8032.8baf  user01

ged Master Unauthorized Port

geb Master Unauthorized Port

geb Master Unauthorized Port

ge’/ Master Unauthorized Port

ge8 Master Unauthorized Port

ge9 Master Unauthorized Port

gel0 Master Unauthorized Port

DU T 8-
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S2liton 5. BN/ERERG R
5-3 EAP-TLS+54+3v5 VLAN Z2:F

EAP-TLS 885E+4 1 7= w7 VLAN HB'skIh U Teim& o0 =Rl

Hm#& O &Rl

NetAttest EPS Login OK: [user02] (from client RadiusClient01 port 5002 cli cc-30-80-32-8b-af)

SubGate(5G2220G) 802.1X: Authentication OK from ge2 mac(cc30.8032.8baf) username(user02)

user02 OBE

SG2220G#show dotlx brief

por t instance port-status auth supplicant supplicant  successful
type address name auth-Type

gel Master Unauthorized Port
ge? Master Authorized Port ¢c30.8032.8baf  user02
ge3 Master Unauthorized Port
ged Master Unauthorized Port
geb Master Unauthorized Port
geb Master Unauthorized Port
ge’ Master Unauthorized Port
ge8 Master Unauthorized Port
ge9 Master Unauthorized Port
gel0 Master Unauthorized Port

I T RE--

C:¥WINDOWS¥System32> ipconfig
Windows IP #&Rk

A—HFxy b PETE— A=Yy M

H&GEEAO DNS 4240w X . . . . . example.com

IPv4 7FLRX . . . .. ... .2192.168.10.100
HJTxry b XRXY . . . . . . .. 25b.255.255.0
TI2AILE F— f"'?:l:"l' .. . . . .12192.168.10. 254
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user03 DHBE

SG2220G#show dotlx brief

port instance port-status auth suppl icant supplicant  successful
type address name auth-Type

gel Master Unauthorized Port
ge2 Master Authorized Port ¢c30.8032.8baf  user03
ge3 Master Unauthorized Port
ged Master Unauthorized Port
geb Master Unauthorized Port
geb Master Unauthorized Port
ge/ Master Unauthorized Port
ge8 Master Unauthorized Port
ge9 Master Unauthorized Port
gel0 Master Unauthorized Port

LT B

GC:¥WINDOWS¥System32> ipconfig
Windows IP #&rk

A—Hxy b FETEZ— 4A—HRy M

EHEEAD DNS Y7149 X . . . . .. example. com

IPv4d Z7FLRX . . . .. ... . .-192.168.20. 100
HJxry b XRY . . . . . . .. 255.2b5.255.0
TIHIE F— |""?:|:*1' ... .2192.168. 20. 254
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Szliton 1158 L3 A v FOBE
T8 L3 AIYFDERTE

h— FEEE . DHCP YL —E&%5E

TEROLDICR—- hOFREZLET,

R—K |VLANID RYBK9—D AALYFIPPZRLR  {@&

1-5 1 192.168.1.0/255.255.255.0 | 192.168.1.254
6-9 10 192.168.10.0/255.255.255.0 | 192.168.10.254
VLAN10 & VLAN20
10 10,20 ,
rS>omR— b
11-14 | 20 192.168.20.0/255.255.255.0 | 192.168.20.254

DHCP UL —&&E(CT, [192.168.1.3] ZHEELFT,
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