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3-1EEAUA-JIM ADKTE

BIG-IP APM DEIE > 5 —TJ 1A AD IP 77 RL X & Default Gateway s%E (& CLI TITUL\E T,

BIG-IP 18.2.4 Build 577.8

Kernel 2.6.18-164.11.1.e15.1.8. f5app on an i686
epstestAPM login: root

Password:

Last login: Fri Jul 19 28:29:31 on ttyl
[root@epstestAPM:Active] config # tmsh

root@epstestAPM(Active) (tMos)# create sys management-ip 192.168.2.288-255.255.25
5.8

root@epstestAPM(Active) (tMos)# save sys base-config

sconfigsbigip_base.conf was renamed to /configs/bigip_base.conf.bak (64 lines).
sconfigsbigip_sys.conf was renamed to sconfigsbigip_sys.conf.bak (69 lines).
root@epstestAPM(Active) (tros)# _
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BIEPCICT[3-1 BEBA Y —TITARDFE]THEUZIP 7 RLX(ICH L Web TS DHI(CTT
Dt X (https://192.168.2.200) UEJ . admin 77HT> NS> ABARFCERE U2/ AT —
RycOoda1> L. T/I\A XI5 - RMSUTOEBZERELET,

Basic Properties

SystemDNS/NTP Configuration

Select Authentication

Lease Pool

Network Access

DNS Hosts

FINA AT+« H—R(E., [Templates and Wizard]-[Device Wizards]h5EiTUEY,

Virtual Server

Templates and Wizards » Device Wizards

P+ - | Wizard List

F Overview
—
E.ﬁ Access statistics, performance

graphs, and links to helpful tools.

Wizard Section

- Templates and Wizards -
> System Configuration Sl ilahili i
: @ Network Access Setup Wizard for Remote Access
Device Wizards Access Policy Manager -
Configuration —

) Web Application Access Management for Local Traffic Virtual Servers

g Local Traffic

Control the delivery of application Description
traffic for a local area network.

Configure a network access VPN connection for remaote access. Creates an access policy

Description and local trafic virtual server so that end users can establish a full network access VPN
r‘lm Access Policy connection to internal resources.
:,1 @ Setup access control, profiles,

ACLs and AAA servers
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[Basic Properties Mi%E]
TOCRRIS —REZREITDRICHERATD. RUS—ZREZRELET.

Specify basic properties for the

access policy.
2. Select Authentication
3 Lease Pool
4. k Access
5.
6. er (HTTPS
7
8.

1. Basic Properties w5

simplified Chinese (zh-cn), and Tradiional Chinese (zh-tw).

The Default Language specifies the language to be displayed to end users by default. Choices are English (en), Japanese (jp),

The Client Side Checks checkbox allows you to add a simple antivirus client-side check to the access policy, to ensure end users
connecting have antivirus software enabled. You can later configure this antivirus check for specific antivirus vendor products,

versions, and virus definition dates.

Policy Name | test_policy
Default Language ja :
Client Side Checks [ FEnable Antivirus Check in Access Policy

1=

Policy Name

{
test_policy

Default Language jp

Client Side Checks FTwvIIRUL

[SystemDNS/NTP D% 7E]

DNS. NTPZHELX Y., HABEHDISH. ROETERLVDTHEZITIED TIESLN,

O B

Network Access Setup

Templates and Wizards » Device Wizards » Network Acce

System DNSINTP Configuration

Use this Setup Wizard to
configure simple Access Policy

Please configure system DNS and NTP server settings. These system seftings are critical for correct operation of created access policies.

This configuration is giobal

Select Authenticalion

DS Search Domain List

9. Setup Summar

Tips and Resources

B Understanding the Metwork
Access Wizard

E Testing your Netwark Access
configuration

B wore editing...

DNS Cache

For help on specific configuration Time Server List
options click the Help tab located

above this section

for Netwark Access Properties
1. Basic Properties i 4 Address. I 192.168.2.10
2. System DNSINTP
ystem DH -
Configuration
DNS Lookup Server List

Address I

]

Address: [ 192.168.2.10

IHH
DNS Lookup Server List

121
192.168.2.10

Time Server List

192.168.2.10
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[Select Authentication MDE%IE]

PRI T HEIBEULE Y, BAH—/\—REFIETITVWEIDT, ZZTlE INo Authentication]

(=1 —1
ZIEELET,
1 BasicP i If you would like to test a basic access policy without authentication, you are not authenticating users at all, or you will configure
. asicProperties A authentication later, you can select Mo Authentication. To add authentication later, create a new AAA server, then edit your access
2. System DNSINTP policy and add an authentication action.
Configuration A

3. Select Authentication =

) RADIUS

Select the type of

authentication, or None. ‘— LDAP .
Select Autnentication TR IRy
BN Lcasc ) securlD
5 O HTTP
@ Mo Authentication

6. DNS Hosts
7. Virtual Server (HTTPS

:"-"m]_:-.:‘ﬁr'n ]

Selected Authentication No Authentication

[Lease Pool]
VPN EZEBNISA 7> MIBMIICEIDH TR RLRAT—ILEHRELUET,

— m— m— ——— s— m—

T Dosic Propoities 7 Dot e e L e B e e L D e e e e

2. SelectAuthentication o By defaultthese IP addresses are treated a5 a SMNAT auto map pool and translated to the configured Self IP address when traffic
i5 sent to your internal network. With this configuration, a return route to the lease pool fram your internal network is not reguired.

3. Lease Pool L For more information on configuring SMNAT and routing options, see the Configuration Guide for BIG-IP® Access Policy
Manager

Configure Lesse Pool

4.  Metwork Access
5 DMNSHosts Type: O IP Address @ 1P Address Range

6 irual Server (HTTPS StartIP Address| 192168310
connection) End IP Address | 192.168.3.20

7. Review add

8.  Setup Surmary Member List 92 168.310.- 1921

Tips and Resources

£ Understanding the Metwork

; Access Wizard Editl
EJ Testing your Network Access
configuration ;

(=] fiE
Member List IP Address Range

Start IP Address 192.168.3.10

End IP Address 192.168.3.20
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[Network Access)

DSAT7 > hOBEREZITVNET. AETIE. TIAIIREDFFLLET,

1. Basic Properties
2. System DNSINTP

Configuration

‘ Compression No Compression :

L 4
L4
Select Authentication o
4
»

4. LeasePool Client Settings
Network Access Traffic Options : Force all traffic through tunnel
) Use split tunneling for traffic
Configure Network Access
Allow Local Subnet [CIEnable
6. DMNSH . . -
Client Side Security [T Prohibit routing table changes during Metwork Access connection
7. irtual
DTLS =
- P

[DNS Hosts]
547> MNiik(CHEif 9D DNS B — /) \—EROEEEITVET,

n " L e o Lo B L Ty L e e e T e Y e e e
1. Basic Properties ' 4

more information on these configuration options, click the Help tab on the navigation pane.

2. System DNSINTP
Configuration

gl Selectiulienicalion o Primary Name Server [1e21682.10
4, Lease Pool I 4
5. Network Access v Secondary Name Server I
6. DNS Hosts = Primary WINS Server I
Configure DS Hosts Secondary WINS Server I
T r(HTTPS X
DMNS Default Domain Suffix |
& Host Namel
9. Setup Summary EETERS I
Tips and Resources
B Understanding the Metwork Static Hosts
Access Wizard
E) Testing your Netwark Access
configuration
E More editing...

1= [}
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[Virtual Server (HTTPS Connection)]
R —)\—D IP 77 RLADEEZITWVNET . 517> b VPN UE— KPP OTADRICZ
IP VRLRZEELFT, KERETTE. T/ A AT P — RTHREUZNSOMHERBEAERNHET
DT, FEHNHED TUOVRVWHERLE T,

W out Templates and Wizards » Device Wizards » Network Access Setup
Network Access Setup Virtual Server (HTTPS connection)
Use this Setup Wizard to configure Specify an IP address to create a local traffic virtual server that is correctly configured for network access. Your end users connect to
simple Access Policy for Network a DNS name representing this destination address to start a network access connection.
Access.

Check the option Create Redirect Virtual Server (HTTP to HTTPS) to create a local traffic virtual server that automatically
redirects users who connect using http:/l instead of https:i/ with their web browser.

1. Basic Properties L 4
2. Select Authentication  « For \rn'wrnal_'iun on !ns‘talling avalid SSL server c_erliﬁcaie and using this destination address behind a firewall, please see the
Configuration Guide for BIG-IP® Access Policy Manager.
3. LeasePool v
4. Network Access v
S DRS Hosls v I Virtual Server IP Address [192168.1.10
6. Virtual Server (HTTPS » ™ "
connection) L Redirect Server a= Create Redirect Virtual Server (HTTP to HTTPS)
Configure Virtual Server |Previous

Virtual Server IP Address 192.168.1.10
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3-3AAA H—\—

)%

NetAttest EPS & RADIUS B —/\—& L TEERULE T,
[Access Policy]-[AAA Servers]EEHEERL TLIZE0N,

- ﬂ Templates and Wizards

(35 Local Traffic

fj'—-j Access Policy

Access Profiles

Access Policy » AAA Servers »» New Server...

General Properties

I AAA Servers

I Auth Host

ACLs

Auth Service Port

Name [ naEPS

Type [RADIUS [=]
Configuration

Mode @ Auth © Accounting © Auth & Accounting

[ 102168 3.40

I 1812

SSO Configurations Secret | evesae
Webtops Confirm Secret | asacee
Network Access NAS IP Address | 192.168.2.40
Web Applications Timeout |5— seconds
Connectivity Profiles Retries |3—
Rewrite Profiles
Service Type [Defaut  [=]
Reporis
Dachboard Cance| |Finishec
=] =] B
Name NAEPS
Type RADIUS
Mode Auth
Auth Host 192.168.3.40
Auth Service Port 1812
Secret secret
Nas IP Address 192.168.3.40
—_ 18 —_

2013/08/27
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3-4Access Policy ME%TE

SEBAZ +1D - Password TDEREENITZ D KD, Access Policy DFEEZITLE T .
[Access Policy]-[Access Profiles]-[Access Profiles List] &EHE T

=4 B
.| Overview
o
-;J Templates and Wizards
Setup Support
[#41 Local Traffic
Ask F5
a0 this product. including user Ask F5 features quick solutions to technical questions.

is available on the Ask F5 product manuals, release notes, an online support case
E generator, and general information about F5 Networks
and products. Ask F5 provides unlimited access to all

AAA Servers Windows Group n customers covered under an F5 service agreement
Policy

iane Freterences - Visit Ask F5

SS0 Configurations On the System Preferences screen, you can cusiomize

Solution Center

[3-2.7/)\A R« H— RDFEE] THERL LTz Policy ltest_policy] Z#wEL. RADIUS 25EMD:%
TE EEBAE IR EZITVET .

Access Policy » Access Profiles : Access Profiles List

Profile List

List

E+ 208

Windows Group Policy

7‘"} Overview

‘g Templates and Wizards

] Search

ij el e [+] | |~ | status | A Name “ Partition | Access Policy | Export ‘Copry |Vsrlual Servers
£3 L access Common (none}  (none)
rj(j frcass Folicy ] = test_policy Common I B Edit I Export._. Copy.. test policy_vs
Access Profiles [Delete...| [Apply Access Policy|
AAA Servers
ACLs

S50 Configurations
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3-4-1RADIUS SZEE DR E

[Resource Assign|DARID[+]22'Jw 2L RADIUS

Foslt

SEZITVET .

fafback 23 falback
+{ Logon Page @—+1IResuurce Assign I—+% Allowy |
Add New Macro

Access Policy: test_policy (Encings: Deny [defaui], Alow)

1 AD Auth Active Directory Authentication

AD Query Active Directory Query / Group Mapping

Client Cert Inspection Check the result of client cert authenticated by the clientSSL

profile
HTTP Auth HTTF Authentication
(1 LDAP Auth LDAP Authentication
) LDAP Query LDAP Query / Group Mapping

gnd validate the received certificate

RSA SecurlD

(8} RSA SecurlD Authentication
[l Client Side Checks

Antivirus Check

m

Antivirus Check for Windows, Mac and Linux

Firewall Check Firewall Check for Windows, Mac and Linux

) Windows File Check Windows File Check

@ Machine Cert Auth Windows Machine Cert Auth

Windows Info Windows 0S Info

) Windows Process Check ‘Windows Process Check

) Registry Check ‘Windows Registry Check
) Mac File Check Mac File Check
) Mac Process Check Mac Process Check

) Linux File Check Linux File Check

Cancel Add Ttem Help

Properties” | | Branch Rules
Name: [RADIUS Auth

AAA Server

Max Logon Attempts Allowed

bata in tab has been changed, please don't forget to save) Halp

I5E

fig

1=

_20_

2013/08/27




S2liton

3-4-2FEBAE IO E

[Resource Assign|AfID[ + 122U w 2 USEERZ

DALDEREZE LET .

Access Policy: test_policy (Endings: Deny [defaul], Allow)

) Logging
() Message Box
Decision Box

) iRule Event

O Empty
=] Authentication

() AD Auth
() AD Query

) Client Cert Inspection

Logging Agent

Message Box

Decision box agent with two options

Raises ACCESS_POLICY_AGENT_EWVENT in iRule

Empty Action

Active Directory Authentication

Active Directory Query / Group Mapping

Check the result of client cert authenticated by the clientSSL

m

[-'\V Client Side Checks
() Antivirus Check

() Firewall Check

() Windows File Check

@ Machine Cert Auth.

profile
@) HTTP Auth HTTP Authentication
() LDAP Auth LDAP Authentication
IW \nADﬁlwﬂ.vff'l'\mW
On-Demand Cert Auth Initiate SSL rehandshake and validate the received certificate
RADIUS Auth RADIUS Authentication
) RADIUS Acct RADIUS Accounting
RSA SecurlD RSA SecurID Authentication

Antivirus Check for Windows, Mac and Linux

Firewall Check for Windows, Mac and Linux

Windows File Check

Windows Machine Cert Auth

Falback 7 Al acic s I 7 Aalback
2 +E|7 gon Pa gea+ e {7 Esource Assign "|_5+ Allowvy
RADIUS Auth b
T | Aetback g
LI TDenz
&dd Mew Macra
\ 4

1=

L /]

I Properties® | Branch Rules

Mame: |On-Demand Cert Auth

~00-nemand Cort Auth

| Auth Mode

‘ Require

@-Data in tab has been changed, please don't forget to save)

I5E

Access Policy: test_policy (Endings: Deny [cefaul], Alon)

Add New Macro

fathadk falbadk
+1 Logon Page +1

Successful Successful falbadk
t 7+{ Resource Assign IiJr Allows
On-Demand Cert Auth b
RADIUS Auth + Deny
Glback 2
t rDeu!
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3-5—NN—ESFBAZEDHRITEA Vih—MFIE

UTFOFIETH—/){—5EAE & CAIAEZ BIG-IP APM (C1 > 7/R— bULET,
CSR ARk

H—)(—SIREEREK

H— ) (—SIBAEDFT

H—/\—fRAES DU >0O0—- R

CAGEFAEDHUS

CAGERRED A > /R— bk

B —)\—SEBREDA > R— b
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[Local Traffic]-[SSL Certificates]-[create]&iEH. CSR EAERRULET

Search|

* Contents < Common Name |=Drganzaﬂon‘=Emlmon

Certificate Bundie

Certificate & Key  localhostlocaldomain MyCompany  Jul 10, 2023

Dec 31, 1969 - Jan 18, 038

- Templates and Wizards [+ & Name
Create common application traffic .
and system configurations, [ ca-bundie
[ defautt
B Local Traffic
(archive. ) (Dskte.)
Network Map

Virtual Servers
Profiles
iRules
Pools
Nodes

Monitors

Traffic Class

I SSL Certificates I

II Main I& Im i
E_ Overview
E_E Access sialistics, performance

General Properties

Local Traffic » SSL Certificates » New SSL Cerfificate...

graphs, and links to helpful tools
Name

| ssitest

- Templates and Wizards
v
Create common application traffic

Certificate Properties

Certificate Authority .

| epstestAPM Iocal

| Test Division

I Soliton Systems

| sninjuku

[ Tokyo

|Japan El | JP

Key Properties

and system configurations.
Issuer
Eg Local Traffic I Common Name
Network Map e
Virtual Servers
Organization
Profiles
Locality
iRules
State Or Province
Pools
Count
Nodes e
Monitors E-mail Address
Traffic Class Challenge Password
SHATS Confirm Password
SSL Certificates

Access Policy ‘ HEE

E; ;J Setup access control, profiles, ACLs
and AAA senvers

Name

ssltest

Issuer

Certificate Authority

Common Name

epstestAPM.local

Division

Test Division

Organization

Soliton Systems

Locality

Shinjuku

State Or Province

Tokyo

Country

Japan/JP
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U FoBEmhFRRENIZ 5 [Request File]d[Download ssltest.csr]z2Uw 2 U,

CSRZz4~>O0—RUFET,

Certificate Signing Request

Request Text

Request File

Cerificate Authorities

MIIBWTCCASOCAQAWGYARCZAJBGNVBAYTAKD |
21 UEBxMLUZhpbmpla3Uta3UxGDAWBGNVBAC| B
IRl UECXMNVGVzdCBEaXZpc2lvbjEZMBeGALIU—
nzANBgkghkiGOwOBAQEFARCE] QAW YkCgYE
PnOSWghT7l5GnSUeVah] zGZMbmbpr3K8glZy
RydyGJi/lghJfpICSLoUBhT1Z30+/JfLgWE ~
1| 1 | b

Download ssltest csr I

Digital Signature Trust Company
Entrust

GlobalSign

VeriSign
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3-5-25—N"\—SEBHENF 1T (NetAttest EPS)

BIG-IP APM T4k L7z CSR ZE & (C NetAttest EPS T BIG-IP APM FiH—/)\—SEBAEZERITUE
9. NetAttest EPS MEIBEMEIFFIEAZEY —EXR—(http://192.168.2.1/certsrva/)[C 7ot
AU. FEEDFIET CSR =1 >R—KkUET,

et fffat FIPS

= naeps00.local EPAEER-IOT7 4L OER
= Al

m O 0—F

i =

" TAEEE

C:\Users\nkubota\Desktop\F55% E Al E R \ssltest.csr £

RIS, CA BEAR—(http://192.168.2.1:2181/caadmin/)(CF7OtRA L. [{REE] KEDH—/\
—iERREZE AR L E T,

KUY

#a0azr v LD
E

(compatible; M.

BE AR ST A

BEGFIAEY —EAR-J(CT7OTAUET, [GREDHER] Zi&RT B3 &IREN [RIT] (C
RO TVWEIDT., Y—/\—iEBAZE (nausercert-pem.cer)&®45 D> 0O0—RUEY,

JOzr1I E 3 B pRa—.

WER 7 —/ % —FiF8AE (unknown) CN=soliton.co.jp,0=Soliton System: A2 AF—J Foo0-F |
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3-5-4CA EfBAZ¢ CRL MH1S (NetAttest EPS)

EEREEGIFIAZEY - EIR—-H5, NetAttest EPS @ CASEBAZEZ S D> 0O0—RUZEY ., CASE
BAZE (L. PEM F2x{(nacacert-pem.cer)Z&ERUEY,

= paeps.local

CASIEREA D O—F PEM DER

CASERHSE A2

CRLA"20—F PEM DER iR HEF: 2013/01/20 104042
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NetAttest EPS S&iTUIEY —/\—itBAZE%Z 1 > /R— NUE T, 3-5-1 TCSRDATI>O— R%E
To1z%[finished]Z 0 Uw 092 LT OBEISEHFE I DT[import]E27 w2 L. NetAttest
EPS WSERR UTe—/)\—SEBRE %= 1 > R— hUTLEEULN,

Local Traffic » SSL Certificates »

&~

ssitest

Certificate Key

General Properties

‘ Name ssltest

‘ Certificate Subject(s)

=

No certificate

[Upload Fille]&i#R L. NetAttest EPS TRITUIEY—/\—SIBAEZIEEL TLIZEL\,

S5L Certificate/Key Source

‘ Import Type Certificate

‘ Certificate Name ssitest

® Upload File ' Paste Text

C:\Users\nkubota\Desktop\F 558 E 5/ I

I Ceriificate Source

[Cance

Local Traffic » SSL Certificates
2+ ~ Cerlificate List
—_—

Impori

[+ | ~ Name | < Contents < Common Name * Organization
[ ca-bundie Certificate Bundle

[l defauit Certificate & Key  localhost localdomain  MyCompany
[ ssitest Certificate & Key  epstestAPM local Soliton System:
Archive..| |Delete...
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NetAttest EPS 545> 00— R Uz CA:EBAE% BIG-IP APM (C1 > iR— hUET,
[Configuration] - [Certificates| - [Trusted Client CAs] @ [Import CA Certificate] m5.

CA :iEBAZ(nacacert-pem.cer)&= - >/R— MULE T,

Search
[« » Name

[ ca-bundie

= Contents

| = Common Name

Certificate Bundle

O default Certificate & Key  localhost localdomain  MyCompany Jul 10, 2023
£ ssltest Certificate & Key — epstestAPM local Soliton Systems Jul 15, 2014

[ [ —
¢ Organization * Expiration

Import..| Create..

Dec 31, 1969 4Jan 18, 2038

SSL Certificate/Key Source

I Import Type

Certificate Name

I Certificate Source

Cance | [Impori|

‘ Certificate  |.=

a

‘ © Create New © Overwrite Existing

| | eps_cacert

| @ Upload File © Paste Text

| C\Users\nkubota\Deskiop\FSs & E I

|#| & Name

[El ca-bundle

= Contents

| = Common Name

Certificate Bundle

| = Organization | * Expiration

Dec 31, 1969 - Jan 18, 2038

| [l eps_cacert
= SHEST

Certificate testCA

soliton Jul 13, 2023

LO£=T3 () ([0 39 =S PR )5 35 Y T

[achive.| [Deiete.

SOTTOn SyaTemE Ju e 2012
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3-6SSL E#H R ED L E (BIG-IP APM)

A > IR— b UJZEEAEZ SSL THIATE R R DICUFET ., F9. CRLDA > /R— hZITD2#&(C CA
SERAE. Y—/\(—GIAE. CRLDIEEZITVET.

3-6-1CRL M1 Vik— M (Py7O—F)

CRL % BIG-IP APM (C-f >/R— b ULE T, SEIE CRL D1 > 7R— MMZ WIinSCP &WLWVSW—)LZ UL
TITWEUZ, WInSCP 2OV > REEMSEITUEUZ, FIREFUTO®DTY,

3-6-2SSL 7O771LE%E

R(C[Local traffic]-[Profiles]-[SSL]-[Client] £¥F. T I A I hTEHFRESNTWSTOI7 ()L
[Client SSL)2 0w O ULET,

Main

E— Owverview
E% Access statistics, performance

arephs, and inks to helpful tools

Local Traffic »» Profiles : SSL : Clhient

w | Authentication

Search
Iﬂ Templates and Wizards
i’ Create common application traffic |
and system configurations ‘ i clientssl
ure-compatible

E g Local Traffic . :
‘ [ worn-default-cliantss!

Metwork Map

:
Virtual Seners

{i "“ Senices
iRules Fersistence
Fonls Pratocol
MNodes };@E_ ‘3 ;
Monitors Authentication
Traffic Class Other Certificate Authority

SNATs

SBL Certificates
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Configration % Basic h'5 Advanced [CEE L. CAZIRE LT —/\—GIAEZEELET.

General Properties
Name | clientss!
Configuration: IAdvanced
Certificate | ssltest j
Key |55|test :
Pass Phrase | sessssssee
Confirm Pass Phrase I sessssssee
Chain |N0ne j
Trusted Ceriificate Authorities |ep5_cacen :
DEFAULT a
Ciphers -
4 3
Options Options List... =]
Enabled Options
Don't insert empty fragments
IHE [
certificate ssltest
key ssltest
trusted Certificate Authorites eps_cacert
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RIC. Client Authentication 3% EULZE Y,

C DR, FEFEA>R— kUJz CRL %Z[Certificate Revocation List(CRL) | TIEELE Y.

[
Available Options

MNetscape® reuse cipher change bug workaroun «
Microsoft® big SSLv3 buffer [=3
Microsoft® |E SSLv2 RSA padding

SSLeay 080 client DH bug workaround

TLS D5 bug workaround i

Options List

]

ModSSL Methods

Cache Size I 262144  sessions

Cache Timeout [Specity[=] | 3600 seconds
Alert Timeout [specify...[+] | 60 seconds
Handshake Timeout [specify..[+] | 60 seconds
Renegotiation Enabled

Renegotiate Period IIndeﬂnite j
Renegotiate Size ] Indefinite :

Renegotiate Max Record Delay | [Specify..[~] | 10 records
Secure Renegotiation [Require [+]

Unclean Shutdown Enabled

Strict Resume O

Non-SSL Connections [

Client Authentication

Client Certificate require
Frequency ]always -
Certificate Chain Traversal

Depth I i

Adveriised Ceriificate Authorities Ieps_cacerl :

Certificate Revocation List (CRL) I certs.crl
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%7TE LTz Iclient ssl] Z[Local traffic]-[Virtual Server]-[Virtual Server list]h5[test_policy_vs]
7O 7AMILEUVTIBELUE Y,

Local Traffic » Virtual Servers : Virtual Server List

2 ~ | Virtual Server List | \ Stati
—
||| Templates and Wizards =
I
(35 Local Tratric [v]| [~] Statys_ < Ppartition ‘ * Destination | + Service Port ‘ + Type | Resources
[} | | test_policy_vs Common 192168110 443 (HTTPS) Standard Edit
Network Map |
= - HesTeEEay Vs redirect Common 192168110 80 (HTTR) Standard Edit
Virtual Servers 2 Virtual Server List
Profiles Virtual Address List
iRules Statistics
\ 4

Configuration: I Basic [=]

Type | standard =]

Protocol TCP

OneConnect Profile m

NTLM Conn Pool lione] ~ |

HTTP Profile | nttp |=]
FTP Profile [ofe] - |

SSL Profile (Client) | clientssi [=]

SSL Profile (Server) [ None |-

SSL Profile (client) clientssl
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4. ZF& VPN D317V PDERTE

4-1Windows kRt BIG-IP Edge Client

4-1-1PC A\DT IRIEEBAZEDI VA =)L

PC [COSA 7> MERAEZAZIIR—bBLET., FD>0O-RLTEWZISA77> MNiERE
(user01_02.p12)&FTILI IV ITDE. FSEAEA > /R— bDr ¥ — RAETESNE T,

STAEDR b S —F
SEEAED AR — D - DR

c@oy— BT, SFAE. ARSI A L. HLUSIERE A
ALETAOMSEEAEA FPICOE-LET.

SERRERRIC Lo TEITEAEEERE, 1 -1 — 1D %882, 74
EiFRFELEN, SRS T TSR JFUhD?&%’*E}Efﬂ
FaihdiEinEs ATOF Y. SRS A NP, SEREMFEEN
BUATL EOSEET .

BETHBILE. D] BOU2DLTHEE

[ [ Feti |
¥
STAED ARk M —F
AR —FIBEIAE TN
A= bFB TP NERE LTS
A LB(E:
C¥Documents and Settines¥sawanc¥T 247 b tuzerll 02517

R RORETNEEN 1 20T LRSI RE R FE T EL T
Personal Infar mation Exchange— PKCS #12 (PFX P12
Cryptographic Message Syntax Standard- PKGS #7 EF8RE (F7E)
Microsaft LUPIEENEEEERE AT (55T)

<FalB | kalp> | [ Fet |
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HAZOA AR 9T &l

HAD—F
BT EET IR IR (AT - FUREEN T E L.

R AT - FEAD LTS
FAT =R

b veeren]

[CJiezE% —miFsEEENCFDE — ~
cOATLI AR TR, WES NP -2 TENN 2 TR E RGN 2 3.

Clo@% —SThat— MeTaegai
b Wi ST s e PR

[ <BaE [ Ratp> | [ e |

iPhone #m,1—5« UT« ZHE L i0S F/\A XICF 4 LARE%Z A
=QQ S ZAR=ILTBBAER. [COF—HETIRR— NFEECTB] FT v
EANBUENGBDET,

SHHHB AL P
EERE 2 P, SRS FEEN S AT L LOSEET F.

Windows (SEBRE A M PEE ShEOCERE AN, SRR OBMAEE 2 NTEE.
(& SEBREMMELEIE ST, BEIEEREA M FEERTD W |
OF AT LB T o )

<Fal [ Eamd> | [ Feub |

TR0 Ak 2F—F
HAEO( VR S —EORT

SEBREM At — b D - BAESIET L3 L.

AOEAEEESN L
Eﬁéntﬂﬂﬁ%} FF ';Jg;{fh FrEEeICRESNET

£z
el C#Documents and Settings¥takahashi

[ <FaEe [ xr | [ ¥t |
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4-1-2BIG-IP Edge Client DE{EEEE

Edge Client Z BIG-IP APM i'545 > 0O— KU, 1> X M=JLUFEY ., BIG-IP EIREH TOP O

[BIG-IP Edge Client for Windows and Windows Mobile]m'545 0> 0—RU%EY,

=) Overview

Weicome
Traffic Summary
Performance
Stauskcs
Dashboar

-

| Templatas and Wizards

(753 Local Trartic

7 Access Palicy

Lzl Network

c_ﬂ System

Ovarview

User Documentation

Technical documentation for this product. INCluging user guices and release notes,
avasabhe on e Ask FS Techncal Support web sie.

* User Documentation
Preferances

On the System Preferences screen, you can cusiomze the general preferences for the
Configuration Utity

« Sysiem Preferences
Additlonal Setup Optlons

Use the foliowing aadibonal configuration oplions 1o refing M syslem setup. once you have
initially configured the Sysiem Lsing the Setup Uity

Device Cerificate

Authenticalion
Satup Utility
Run the Setup Litlity again 1 make changes to e Basi: networking contguration

+ Hun ihe Setup Utiity

Plug-ins

Agents.
The foliawing agents provide addmonal functionality foe M roson® Winows Server™
whatfonms.

Support

Ask F6

Ask F5 feahmes quick solutions to technical questions, product manuals, releasa notes, an
oaline supgrort cast generator, and general infarmation aboul F3S Networks and products
Ask FS provides unlimted access to all customens covered under an FS service agreement

Solution Canter

The Sohsion Center features step-Dy-step Deployment Guides, White Papers, Appication
Briefs, Success Stories, Tulortals and much more

* Visit the Sohtion Cener
DavCaentral
DevCentral provides network and application with extensive tools,

1ips. techniques. and community resources designed fo speed IControl development and act
as a forum to share best practices.

Modules

F5 BIGAP devices ane a modular System, 50 you can add new lnclions as necessary 1o
quickly adapt 1o changing applcation and business needs. Modules incluoe options for
acceleration, security. and offer appacation deivery Solubions

< Vsl BIGSP Modules

Downloads

BIG-IP Edge Cliemt™ Components

i e il e and togis

A2A =)V [—/—DEEINST—/N-ZEELFIT. COBR. 3-2 T/\A XI5 —-R
THREUARES —/\-D IP 7 RL X (ZRIBRTE DL D THNEERN)ZIEELE T .
" =1

f5

H_ NIriEEdANEEHTINET

BIG-IP Edge Client™

® BIG-IP Edge Client™

|‘1

(=]

iR

[192.168.1.10

| #s7EERT ||

SiEET |
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4-1-34FfmT AR

BIG-IP Edge Client ZFJFAL. VPN ##i24TL\ET. BB, TSOUYZFALT, #ERIDIED
BJEETCT Y,

[®) BIG-IP Edge Client™ =0

f; tshELE

H—J4:192.168.1.10

R
Lo 41
HEEERRL TIHALES

ssmmT || mkET
™) https://epstestapm.local - BIG-IP Edge Client™ E‘ﬂlg

F5 Networks
TFaTFOg97

15

usero1 |

2D =t

m

I

f

1—Y5—-% user01

TR S Nerwnrksl ZS A F2 AFh T T RS S 0 19590010 F8 Nerwnrks TESOE T OHF 2B Ah TS

JXXD— R password

BIG-IP Edge Client™ L=

fS EShFELE

#—4:192.168.1.10

B INETR A0 IE ShEN AR L TIER R L3 o TIMEA AR & (R AL TIEFE R L T HIERL,
ESH

[ ssmmmr [ wmsms |
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4-2i0S ki BIG-IP Edge Client

4-2-1i0S \NDT IRIVEEBHEDI VA M=)

NetAttest EPS MSFITUIETZF)LAEAE %R i0S /A RICA > A =)LFBHEE LT, FiE
DIERENBDFET,

1)iPhone B 1—F U+ (BRI OT 7)) ZESHE
2)T7ZHIVEERREZE A —)LITHRT U i0S /A R(TED . 41> A =)L TDHE

3) SCEP TEWS9 d757A(NetAttest EPS-ap ZF|HTE X))

WINHDIFET CASERRE LIS 7> MIERAEZ > A M—ILUFET,
XAETEFEIBLET,
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4-2-2 BIG-IP Edge Client D3GR TE

BIG-IP Edge Client = Apple App Store 51> A h—)LULE T,
- > X b—)L# BIG-IP Edge Client Z#{£&8I L. FEEDKLD(CHEEERTFLUET,

«ll KDDI 7 «ll KDDI LTE 13:40

EREZBRL TS L.

v 192.168.1.10
192.168.1.10

“Ed e({ﬁeﬁ-t‘
s

192.168.1.10 ¥

EHEDEM...

Edge Client 1—H A F

MEEORE

YIS hE LT .
N=TaviEh

il KDDI =

Fytll

BEka 192.168.1.10

H—IK 192.168.1.10

sx7OdA4y

EnLEE folidi]

fEEAM user01 >

-4 user01

sssseeee

AUFTY KR (4> @)
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4-2-3i0S kR BIG-IP Edge Client ZF|FA L7 VPN $E&#t

BIG-IP Edge Client ZFIFB L. VPN ###Z1TL\&E 9,

«ill KDDI 7 [

192.168.1.10

192.168.1.10 >

e nELL EE & L 00:00:00 Y
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4-3Android ffx BIG-IP Edge Client

4-3-1 Android ADT IRIFEBRZEDI VA =)L

NetAttest EPS SFEITUIETT4)LEEE % Android 7/ \A X (CA > A M=IL9BHELE LT,
TaDAERENBDET,

1)USB #2#5 USTRAE % Android PIEBICIRE LT, A > 7R— NI 37554
2)?ﬁ@»ﬂ%%&%—wcﬁﬁbAMmmcﬁD\4>Xh—wﬁ5ﬁi

WINHDFEET CASEAE LTS A7 MEAEZ A > A M—=ILULFRIH REDA > 7R— hFE.
FlE7R (3 Android iR (CHTF I D TEHARETEFEIZBLE T,
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4-3-2VPN 754 7> MBIG-IP Edge Client)Di&kE% T

BIG-IP Edge Client & google play Store 51> X h—)LUET, 1> X b—JL4#& BIG-IP Edge
Client Z#2E8 L. FRRDKDICHEZFEFLTIIZE,

192.168.1.10

Configuration
192.168.1.10

Status

Disconnected

\2) Connect

'9; Settings: Edit Configuration
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4-3-4FERHmT AR

BIG-IP Edge Client ZFIFAL. VPN #EZ1TL\E T,

Configuration Configuration

192.168.1.70 192.168.1.10

Status
) Connected: 00.00.01

Status
Disconnected
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