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cisco Cisco Aironet 1140 Series Access Point \a =
Hostname ap ap uptime is 18 minutes
Home: Summary Status
L
Clients: 0 | Infrastructure clients: 0
Network Identity
IP Address 192.168.1.100
MAC Address 0026.9957 1ab7
Network Interfaces
Interface MAC Address Transmission Rate
ﬁGigahitEthernet 00269957 1ab7 100Mbis
¥ Radico-go2 142Gk 0026.994£.0530 lcs Index 15
"Radi-31-802.11r-lf'3"2 0026.9939.0350 Mcs Index 15
|‘ Network ldentity
|‘ IP Address 192.168.1.100
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alren]
cisco Cisco Aironet 1140 Series Access Point \e

Hostname ap ap uptime is 20 minutes

[express secormy
Express Security SetUp

5SID Configuration
ﬁ) |AP-TEST | Broadcast SSID in Beacon \
2. VLAN
@ Ho VLAN O Enable VLANID:[ | {14094) [ Native VLAN
3. Security
© Mo Security
O Static WEP Key
Key 1 [v] | |[128 it [v]
O EAP Authentication
RADIUS Server: | ‘ {Hostname or IP Address)
RADIUS Server Secret: | |
@ WPA
RADIUS Server: |T 92.168.1.2 ‘ (Hostname or IP Address)
RADIUS Server Secret: |""lu |
{
[SSID]
« AP-TEST
[Broadcast SSID in Beacon]
- FIVIR
(VLAN]
-No VLAN FIwv¥
(WPA]
- FIVIR

- [RADIUS Server] 192.168.1.2
- [RADIUS Server Secret] soliton
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Encryption Manager

S3ID Manager

Server Manager

AP Authentication

Hostname ap

Administrators

Cisco Aironet 1140 Series Access Point -

ap uptime is 25 minutes

Username

Read-Only

Read-Write

Cisco

s

Service Set Identifiers {$SI0s)

SSID

VLAN

Radio

BSSID/Guest
Modev”

Open Shared

Network
EAP

MFP

Intrusion Detection

Local RADIUS Server

Advanced Security

AP-TEST

Radia0-

B02.11N2 48R

0026.994 0530 "

with
EAP

no addition

Optional

Radio0-802.11N248H2 Encryption Settings

Encryption Mode

WEP

Cipher

Mic

PPK

TKIP

WEPA40bit | WEP128bit

CKIP | CMIC

AES CCM

Key Rotation

Cipher

Radio1-802.11H2CH2 Encryption Settings

Encryption Mode

WEP

Cipher

MiC

PPK

TKIP

WEP40bit | WEP128bit

CKIP | CMIC

AES CCM

Key Rotation

Cipher

Server-Based Securi

Server Name/IP Address

Type

EAP MAC

Admin

Accounting

192.168.1.2

RADIUS

Management Frame Protection

Generator

Detector

Distributor
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Express Security TRELZTOT 7)LIE. RADIUS B—/NEmiE
ETERY Z/R— MESH 1645 (Auth). 1646 (Accounting) (C72D
TULBEsH, BELFT,

i)
Ccisco

Cisco Aironet 1140 Series Access Point

¢

H SERVER MANAGER GLOBAL PROPERTIES 1

Hostname ap ap uptime is 32 minutes

Security: Server Manager

Backup RADIUS Server

SECURITY

Backup RADIUS Server: (Hostname or IP Address)

Shared Secret:

Server Manager I

Intrusion Detection
Local RADIUS Server
Advanced Security

Corporate Servers

Current Server List

RADIUS  [v]
Server: 192168.1.2 {Hostname or IP Address)
< MEW >
192.168.1.2 Shared Secret: LTI T YT YT TY]
Authentication Port (optional):  [1812 (0-65536)
Accounting Port (optional): Bk (0-65536)

Default Server Priorities

EAP Authentication MAC Authentication Accounting

Priority 1: | 192.168.1.2

Priarity 1: [< NONE>  [v]

Priority 2= [< NONE>  [+]
Priority 3. [< NONE>  [v]

Priority 2= [< NONE> [w]
Priarity 3. [< NONE>  [+]

Admin Authentication (RADIUS)
Priarity 1:
Priority 2-
Priority 3-

Admin Authentication (TACACS+)
Priority 1:
Priority 2- _
Priority 3:

Priority 1: [< NONE>  [+]
Priority 2. [< NONE >
Prioiity 3. [¢MONE>  [+]

[Authentication Port]
- 1812

[Accounting Port]
- 1813
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3-5 R Interfaces DB

vl
Cisco

Cisco Aironet 1140 Series Access Point

4R Interfaces M shutdown Z#EkR UERZFIA TE AL D(CUET,

\a

;

RADIO0-802.11N24CH2
STATUS

DETAILED STATUS SETTINGS

£ CARRIER BUSYTEST 1

II NETWORK INTERFACES

Radio0-802.11H2-45H2 I

Hostname ap

-%I

Network Interfaces: Radio0-802.11N24%Hz Settings

Operating Mode:

Enable Radio:

Current Status (Software/Hardware):

Role in Radio Network:

Mixed
@ Enable O Disable
Disabled ¥ Down ¥

@ Access Point

(O Access Point (Fallback to Radio Shutdown)
O Access Paint (Fallback to Repeater)
) Repeater

) Root Bridge

O Non-Root Bridge

() Root Bridge with Wireless Clients

(O Mon-Root Bridge with Wireless Clients

O Workgroup Bridge
O Universal Workgroup Bridge  Client MAC
() Scanner

[Enable Radio]
- Enable FTv98

ap uptime is 8 minutes

(HHHH. HHHH. HHHH)

Root Parent Timeout:

Root Parent MAC 1 (optional):
Root Parent MAC 2 {optional):
Root Parent MAC 3 (optional):

Root Parent MAC 4 {optional):

0 (0-B5A35 sec)
{HHHH HHHH HHHH)
{HHHH.HHHH.HHHH)
{HHHH HHHH HHHH)
{HHHH.HHHH .HHHH)

58 AE s

il
Cisco

NETWORK INTERFACES

Hostname ap

System Settings

Cisco Aironet 1140 Series Access Point

Network Interfaces: Summary

ap uptime is 4 hours, 12 minutes

IP Address ( Static |

192.168.1.100

GigabitEthernet

Radio0-B02.11NZ45H:
Radio1-802 11N

IP Subnet Mask

255.255.2550

Default Gateway

0.0.00

MAL Address 0026.9957.1ab7

Interface Status GigabitEthernat Radio0-802.11N24E8H Radio1-802 11NECHz

Software Status Enabled Enabled i Disabled ¥

Hardware Status upft upit Down ¥

Interface Resets 2 2 0
-20 - 2012/09/10
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5-2 Cisco Aironet1140 3EHRINEERXT1 S X
BIBTENTEET,

At

[EVENT LOGII(CT. #E#(CRIN LIc C &z hk

7]

o]
cisco Cisco Aironet 1140 Series Access Point
ap uptime is 6 hours, 22 minutes

Hostname ap
Max Number of Events to Display: |20 [ Previous | [[Refresh | [Glear |

Start Display at Index: 1
Severity DNescription
Interface Dot11Radiol, Station ap 0011.2baZ2.6659 Associated KEY_MGMT[WPA]

Index | Time

Mov 17 21:50:18.790 #information

1

EVENT LOG
Configuration Options

Interface Dot11Radio0, Station ap 001f.3ba2.6659 Associated KEY_MGMT[WPA]

#information

Mov 17 21:50:18.720
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