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System Authentication Admini Maintenance Wizards

Simiiis ¥ Licensing ¥ Certificates Client:Types

¥ Pulse Collaboration

Licensing Device Certificates

Configure Server

- »

Network Download Licenses Trusted Server CAs Trusted Cl|ent CA&]&*R

Code-signing Certificate
Clustering v Pulse One Client Auth Certificates V¥ Virtual Desklops

riificates Validity Chec
. Settings Certificates Validity Check Viware
IF-MAP Federation
Command Handlers DMI Agent Citrix

Authentication Administrators Users Maintenance

Configuration > Cert s > Trusted Client CAs Configuration > Trusted Ciont CAs >

Trusted Client CA
Trust . - g -
remmmeeeew  Client certificate status checking
Confi atil
) s e O Use CRLs
ey | wr | e | v i e O Verify Trusted Client CA
SAML Mobile VPN Tunneling Teiemetry Advanced Client Configuration Advanced Networking Details:  »Other Certificatd

_ , B LN O Trusted for Client Authentication : 72
O Participate in Client Cert Negotiation 72

o None

lient CAs

+ Port Selection for OCSP and CRL Traffic

@ Use CRLs (Ceriificate Revocation Lists)

E3 e trom root CA

[ e oo
: P

@ Internal Port O External Port O Management Port

Users can be required to present valid client-side certificates to sign in(see the realm-specific Certificale Authentication Policy page). Specify trust clent 4

Auto-import options... Import CA Certificate...

10 ~ records per page

| =™

. - clend cartfcate sullvnticalion, i Bis CA was addsd for olfer busing puiposs such st SAML signature weeiicslion of msching cartficate validston
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CRL Checking Optio

CRL Settings

Certificate revocation lists (CRL) are used to verify the ongoing validity of user certificates, and are obta

Sec U re Authentication Administrators Users Maintenance
[crihessngcptns | | D =

Configuration > Trusted Client CAs > TestCA >

CRL Checking Options
CRL distribution points # Specify the CRL distribution point(s) from which to download the CRL, as well as how often to download.
No CRL checking Usl: Manually configured CDP ~ I

Specify a HTTP or LDAP-based CDP, and an optional backup CDP if the primary CDP is not accessible. If the CDP requires authentication, enter the appropriate cre

Primary CDP

CDP URII—I

HTTP example

http://server. domain com:839/domaincasel
LDAP example:

AdminDNllda) Idap.domain.com:6000/CN=Idap,CN D Use :Manually Configured CDP
Password| O CDP URL :OneGate®CRL URL

Sec U re System

Authentication Servers

Administrators Users Main{ Se C U re System

Auth Servers > naeps.example.com > Seftings

Settings
Enable Auth Traffic Control
records per page # Name: I I
pe

s Nam Terlte] oo™ O Name :fEEMDCertificate Server&x&
Certificate Server&i®EiR e e Tl

™
s Local Authentication

Administratg

e can contain extual charactes

First CN from the Subject DN
RADIUS Server

O  system Local

Local Authentication

<ceffDNText=
cert-<cetDN.CN>
+ User Record Synchronization

[] Enable User Record Synchronization

Logical Auth Server Name:
Save Changes m
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Signing In

Endpoint Security
Authentication—>Auth.ServerH's
RADIUS ServerZi&il
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Auth Servers > EPS-edge TEST > Settings

Settings

Users
Authentication Servers

* - EPS-edge | Label to reference this server.

Enable Auth Traffic Control Name: | erence i r
NAS-\dentiﬂer:I Pulse Secure Appliance lw.u-- of the device as known to RADIUS server
% Primary Server

10 ~ | records per page ‘ *RADIUS Server.

I
*Authentication Port:
Radiust—/\—%:&1n

VUUTSUNP [— |

(E/\) *Accounting Port: Port used for RADIUS accounting, if applicable

NAS |Pv4/IPv6 Address:

“Timeout:
“Retries:
|| Users authg con
Note: If you se :{E:%O)Eﬁ%

O RADIUS Server : EPS-edgeD7RFL R
O AuthenticationPort :1812
O AccountingPort 11813
O SharedSecret :EPS-edge®Secret
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Resource Profiles

Resource Policies

Pulse Secure Client

User Realms > VPNRealms > General

General
m Authentication Policy Role Mapping
* Name: I VPNRealms I
Description:
2
[J When editing, start on the Role Mapping page
v Servers

Specify the servers to use for authentication and authorization. To create or manage servers, see the Servers page.

IAuthentication: v I
User Directory/Attribute: None v
Accounting: None
. . N
o Authentication|C.ENUL7
Device Attributes: None

Certificate ServerZzigEUET

¥ Additional Authentication Server

Enable additional authentication server

You‘can specify an additional authen.ucauon server for § M\El:ml‘)f N EEEH% + ID/ PWEIIT.\EIEE
they can be pre-defined below, in which case the user v
—~

175315813, Authentication#2IC
RADIUS ServerZzigEUEd

Enable adaptive authentication

Note: Adaptive authentication is supported by leveragi
'Anonymous' type authentication server selected as auf

IAuthentication #2:
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